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Abstract

The use of technology has been constantly increasing in our lives and it is affecting it greatly. There
has been no doubt in this claim that technology is headed in the direction of automation and is making
steady progress. If we look at the definition of technology, it can be described as an act of progress that
makes it easier to complete a task. Isn't it the very basic principle of technology to make our lives
easier by leaving fewer things to be explicitly done by us? It might be making us all lazier every day, or
one might argue that it is giving us far greater time to pursue whatever we desire. Whatever might be
the effect, there is no doubt that automation is the future and the place that it is happening the most
significant is right in our homes. Internet of things (1oT) makes our lives easier by automating every
task at our homes starting from turning lights ON or OFF to opening or closing doors. The use of 10T is
not restricted to homes but is also used in autonomous vehicles are commonly known as self-driving
cars and many other applications. In this paper; Firstly, various definitions of loT are introduced,;
Secondly, the architecture of 10T is discussed; Thirdly, the major challenges in the security of loT
which need addressing by the research community and corresponding potential solutions are
investigated; Fourthly, some open issues related to the loT applications are explored; Finally,
discussion of 10T and future directions are systematically reviewed.
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Introduction

10T stands for the Internet of things and there is no standard definition of it. Many
organizations such as the Institute of Electrical and Electronics Engineers (IEEE), Internet
Engineering Task Force (IEFT) and National Institute of Standards and Technology (NIST)
are working on making a standard definition of 10T but all of them have their differences and
hence have different definitions.

According to IEEE, the definition of the Internet of Things is stated as:

“A network of items—each embedded with sensors—which are connected to the
Internet.” 4,

IEEE P2413 also deals with the prospects of 10T in the market. The stakeholders of the 10T
and loT market are shown in figure 1.

According to IETF, the definition of 10T is different from what IEEE has proposed and they
also have their definitions of "Internet” and "things".

The definition of 10T is:

"The basic idea is that 1oT will connect objects around us (electronic, electrical, non-
electrical) to provide seamless communication and contextual services provided by them.
Development of RFID tags, sensors, actuators, mobile phones makes it possible to
materialize 10T which interact and cooperate to make the service better and accessible
anytime, from anywhere.”[l,

The definition of “Internet” is:

"The original ‘Internet’ is based on the TCP/IP protocol suite but any network based on
the TCP/IP protocol suite cannot belong to the Internet because private networks and
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telecommunication networks are not part of the Internet
even though they are based on the TCP/IP protocol
suite. In the viewpoint of 10T, the ‘Internet’ consider the
TCP/IP suite and non TCP/IP suite at the same time."[!],

The definition of “Things” is:

"In the vision of IoT, ‘things' are very various such as
computers, sensors, people, actuators, refrigerators,
TVs, vehicles, mobile phones, clothes, food, medicines,
books, etc. These things are classified as three scopes:
people, machines (for example, sensors, actuator, etc.)
and information (for example, clothes, food, medicine,
books, etc.). These ‘things' should be identified at least
by one unique way of identification for the capability of
addressing and communicating with each other and
verifying their identities. In here, if the ‘thing' is
identified, we call it the ‘object."].

According to NIST IoT can be considered as cyber-physical
systems and physical cyber systems. They also have given
two definitions of 10T. One definition was presented by the
team "Smart American Global Cities Challenge" and the
other one was presented by Chris Greer who is a NIST
senior executive for cyber-physical systems.

The Smart America/Global Cities Challenge description of
loT:

"Cyber-physical systems (CPS) — sometimes referred to
as the Internet of Things (IoT) — involves connecting
smart devices and systems in diverse sectors like
transportation, energy, manufacturing, and healthcare
in fundamentally new ways. Smart Cities/Communities
are increasingly adopting CPS/IoT technologies to
enhance the efficiency and sustainability of their
operation and improve the quality of life."[?.

Greer’s description of [oT:

"Cyber-physical systems, also called the Internet of
Things, are the next big advance for our use of the web.
They allow complex systems of feedback and control
that can help a robot coordinate with a dog or human
in a search and rescue operation or help health care
providers evaluate the recovery of patients after they
leave the hospital”l,

loT is going to affect our lives on a much wider and bigger
scale than most of the scientists have imagined. It will affect
every aspect of our lives and will help make things much
easier and simple. It aims to reduce the workloads of
humans by automating things. For example, solutions for
traffic flows can be achieved with the help of 10T, reminders
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about daily tasks such as maintenance of vehicles, taking
care of energy consumptions and monitoring energy usage.
Monitoring that helps with diagnosing and sensing
maintenance issues and prioritizing maintenance based on
the severity of the damage. It also affects the field of
transportation by the introduction of driverless vehicles
which as the name states do not require a driver but drive
themselves based on various sensors. In the sector of health,
it can be used in tracking devices that monitor and store the
data of the patient and with the help of that data they can
diagnose health problems and monitor the state of the
patients in a much better way. It can also be used to monitor
the data of a specific area such as a metropolitan or a
cosmopolitan and will help them operate in a much better
way. The data analysis systems will make it easier to predict
the traffic preventing traffic jams. Waste management can
be done with the help of these systems. The law
enforcement departments and pollution control departments
can also take the help of these data management systems
and make the cities safer and cleaner.

It can be considered as the next level linked devices so they
can help people in their homes such as the refrigerator can
give you alerts that there is no food or we can turn devices
ON and OFF with the help of our voice. We can also cater
for security issues such as that we can access the locks of
our homes remotely and in case of any break-in or theft we
can get a notification indicating the threats. We can also
allow guests to access our homes remotely.

Since these devices will be used on such a large scale the
amount of data will also increase substantially. This is
where we will need Big Data and this will help us in dealing
with such massive amounts of data. Big data and 10T go
hand in hand. Big Data helps manage a huge amount of data
that is generated by the device operating on 1oT. Internet of
Things and Big Data are vital subjects in many industrial
and commercial applications. Big Data refers to the data
generated by the 10T devices and it stores and manages it.
Big data study this data and tries to find trends and
meanings out of this data. This trend will then help
consumers make decisions that will be helpful in the future.
It was in the relatively recent past that we imagined places
of things to come where things would be done alone lights
going ahead without anyone else's input, espresso being
fermented only the manner in which you like as you are
going to wake up and your shower knowing the climate
outside and changing the water temperature likewise. Also,
presently we are at a point where innovation to accomplish
the total of what that has been around for some time and has
now turned out to be moderate. Consequently, it's anything
but especially enormous amazement that we are seeing
some stunning things occurring in the realm of
computerization I,
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Fig 1: 10T markets and stakeholders

2. Architecture of l1oT
This section of the paper deals with different types of
architectures that are related to loT.

2.1 Three-layer architecture

Generally, the architecture involved in 10T has three layers
and these layers are considered to be the basis of the
architecture 1. The layers are the application layer,
perception layer, and network layer. These layers are further
explained as:

2.1.1 The perception layer is also referred to as the sensor
layer of the 10T architecture. It is present at the bottom of
the 10T architecture and is the lowermost layer 1. The
purpose of this layer is to interact with physical devices with
the help of smart devices such as RFID, sensors, acutators,
etc. It helps connect the 10T network with other things as
well as to measure, collect and process the information of
the state of such things with the help of smart devices. It
transmits all this information from physical devices into
upper layers with the help of layer interfacing.

2.1.2 The network layer is also referred to as the
transmission layer of the 10T architecture. It is present in the
middle of the 10T architecture hence it is the middle layer of
IoT architecture [, It consists of many integrated networks
and the task of this layer is to receive data from the sensor
layer and the determine the destination and the path of the
data towards their respective loT hub, devices, and
applications. The devices that are integrated into this layer
include hubs, gateways, cloud computing performance,
switching, etc. The various communication technologies
that are integrated into this layer include Bluetooth, Long
term Evolution (LTE), WiFi, etc. The inclusion of such
important devices and technologies makes it the most
important layer in the 10T architecture.
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2.1.3 The application layer is also termed as the business
layer of the 10T architecture. It is the topmost layer of the
loT architecture ). This layer receives data from the
network layer and based on that data, it performs specific
services and tasks. For instance, the application layer can
predict the future of the state of a physical device with the
help of analysis services. It also provides the service to
backup data into databases. Various applications are a part
of this layer and each application has its own set of
requirements. Some of the examples are smart cities, smart
grid. Transportation, etc. [&°]

This three-layered architecture that we have discussed is the
basis of 10T structure and it has been implemented and used
in several systems to achieve various tasks [l The
architecture of the IoT may seem simple but it performs
complicated and diverse functions that are performed in
both the network layer and application layer. For example,
the application layer has to provide services to the clients
and customers devices but also help them by providing data
services such as data mining, data analysis, etc. The network
layer, on the other hand, has to transfer data to the
application layer and set up routes for the transfer of data.
Therefore to develop a universal and tangible architecture
for 10T, a service layer is to deployed between the network
layer and the application layer which will help in providing
data-related services in loT. Service-oriented Architectures
(SoA) have been introduced recently to support loT [0 11,

2.2 SoA-based architecture

SoA is a component-based model which means that these
models are made according to the need of the user. They are
designed in such a way that they combine different
functional units and then, as a result, makes the user able to
perform certain tasks and application via protocols and
interfaces [2 3. One of the biggest advantages of SoA is
that they allow us to re-use hardware and software. This task
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is achieved by constructing workflows of coordinated
services and help improve the feasibility of using SoA in
10T structure designing > 111, Hence, SoA can be arranged
in the basic 10T three-layered structure. It is integrated in
such a way that the data services that are provided by the
network layer and the application layer can be taken into a
new layer known as the service layer which is sometimes
called as the middleware layer or interface layer. Therefore,
in SoA there are four layers in the 10T architecture that
interface with each other 1. The layers are perception
layer, network layer, service layer, and application layer. In
some cases, the service layer is further divided into two sub-
layers which as service composition sub-layer and service
management sub-layer. The business layer acts as the upper
layer of the application layer and deals with providing
complex service requests. The business layer is extracted
from the application layer (61,

The perception layer in the four-layer SoA-based loT
architecture is the lowest in the architecture and it is used to
measure, gather and extract data that is present in the
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physical devices connected to the 10T (1, The network layer
helps in determining the routes and help in data transmission
via integrated networks [ 61, Next is the service layer that
is present between the network layer and application layer,
and it provides services with the help of which it supports
the application layer 2, The service layer is made up of
services such as service discovery, service composition,
service management, and service interfaces. The purpose of
service discovery is to find the service request that is
desired, service composition helps to interact with
connected objects, and divide or integrate services to meet
service requests efficiently, service management helps to
manage and find out the trust mechanisms to fulfill service
requests, and service interfaces help support interactions to
all services that are being provided. The application layer
helps identify the service requests of the users. The
application layer can support a number of applications,
including smart grid, smart transportation, smart cities, etc.
1161, see figure 2.
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Fig 2: Architecture of l1oT
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3. Security of 1oT

This section deals with the features of security of 10T, the
security issues that are faced and lastly the solution to those
problems.

3.1 Security features of 10T

3.1.1 Confidentiality: Confidentiality means that the data is
only accessible to authorized users and nobody else. The
data remains safe throughout the transmission process and is
not altered or lost due to the interference of any
unauthorized individual. In loT, confidentiality is
considered to be a very basic and crucial security aspect
because 10T deals with the majority of measurement devices
such as sensors, RFID, etc. Therefore, it is very important
that the data that is collected by the measurement device is
safe and will not leak any important information that can
result in any sort of loss. To make our systems more
confidential and safe different techniques are used such as
secure key management mechanisms and better encryption
techniques 8],

3.1.2 Integrity: Integrity means that the data that was sent
is the same data that is received. The data was not tampered
by any external source during its transmission and accurate
data is received at the receiving end making sure that the
integrity of the user's data is kept. The integrity of data is
very important in the case of loT as if tampered data is
received than loT will perform wrong operations and wrong
feedback commands will be made. To ensure the integrity of
data mechanisms such as false data filtering schemes should
be implemented. Secure data integrity mechanisms should
be used 119,

3.1.3 Availability: Availability makes sure that when the
authorized user or authorized device demands the data it is
provided to them. This means that the data should be readily
available to all the authorized personals and devices. In 10T,
services are requested in a real-time fashion. Therefore, the
data should be readily available so that the requested
services can be provided at the requested time
professionally. This makes availability a very important
aspect of security in 10T. Denial of Service (DoS) attack is a
threat to the availability of data. Secure and efficient routing
protocols should be used to cater to such threats and ensure
the availability of data in 10T 29,

3.1.4 Identification and authentication: Identification
makes sure that only authorized person or device is
connected to the 10T and authentication makes sure that the
data that is being given to the loT is legitimate and the
devices that have requested to get this data are also
authorized and legitimate. In the case of 10T authenticating
and identifying every data set is very difficult as the data
that it receives is massive and consists of diverse objects.
Therefore to cater for that we have to design mechanisms
that are efficient and critical %,

3.2 Security

Now we will discuss the security threats that the loT
structure faces. In loT structures that are based on SoA, the
service layer is created by extracting the data services and
its functionality from the network layer and application
layer. Hence, the security threats and challenges faced in the
service layer can also be taken as the challenges faced in the
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network and application layer ™61, Now we will discuss the
security challenges faced in the application layer, network
layer, and perception layer.

3.2.1 Perception layer: The main aim of this layer is to
collect data hence the challenges faced by this layer are
mostly related to the security of data. The job of this layer is
to keep the data safe and prevent any unauthorized user to
forge or falsify the data of authorized devices and users.
Some of the security challenges faced are given below as:

3.2.1.1 Node capture attacks: In this type of security attack
the attacker can capture the node through which the loT
system is communicating with a physical device. This can
be done by physically replacing the node or by tampering
the device and hardware of the node 22, The capture of the
node means that important information such as
communication key, radio key, matching key, etc. are
exposed making the whole transmission process vulnerable.
Another threat that is related to capturing of the node is that
the attacker can get the information related to the captured
node and then make a fake malicious node and trick the loT
system into thinking that it is the actual node and get all the
information. This attack is known as a node replication
attack. This attack is a very serious threat to the network and
it causes major damage to the network. To fight against this
attack we need to develop schemes that monitor and detect
malicious nodes [%°1,

3.2.1.2 Malicious code injection attacks: The attacker can
also control a node or a device with the help of a malicious
code that has to be injected into the memory of the device or
its node. This injection of malicious code as a form of attack
is known as a malicious code injection attack 4. This
malicious code can get access to the whole of the loT
system present in the network and then can make it perform
any specific function that it can perform. Code
authentication schemes and methods should be applied to
save the device from such malicious codes [?4,

3.2.1.3 False data injection attacks: If the node in an loT
system has been compromised than the attacker has the
ability to replace the normal data with the data of its own
choice that can result in corrupting the data set or file that
has to be transmitted across the 10T network and in this way
it can make the loT system perform unwanted tasks [,
False data filtering technique can be used to defend against
such type of attack as this technique filter out any malicious
data or false data at the receiving end 25 21,

3.2.1.4 Replay attacks (or freshness attacks): To obtain
the trust of the receiver of the data in the 10T network the
attacker can send authorized identification information and
passcodes to gain the trust of the receiver 1?3, Such a type of
attack is usually performed during the authentication
process and it aims to destroy the certificates of validity.
Secure time stamp schemes should be used to avoid such
types of attacks 271,

3.2.1.5 Cryptanalysis attacks and side-channel attacks:
Such type of attacks try to break the encryption technique
that is used to keep the data safe. It tries to obtain the
ciphertext or the key that is used for the encryption of data
281, This attack is less effective as the encryption keys made
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today are highly secure and they need massive computing
power to break them. Side-channel attacks are sometimes
used by the hacker and attackers. A type of side-channel
attack that is used frequently is known as timing attack and
in this attack, the attacker tries to find out the key from the
time the encryption algorithm takes to execute the
algorithm. To cater to such attacks the encryption
techniques used should be very complex and the key
management systems should be protected with complex
allgorithms [81,

3.2.2 Network layer: The purpose of the network layer is to
send the collected data onto the channel. The security
challenges faced by this layer are mostly concerned with the
availability of data. Most devices in an 10T network are
connected through a wireless channel so most of the security
challenges that this layer caters for are related to wireless
network channels.

3.2.2.1 Denial-of-service (DoS) attacks: It is a type of
attack in which the attacker sends massive service requests
to the loT device which is not able to handle such massive
traffic which results in delay or blockage of service to the
users 4. 1t is the most common type of attack and it results
in the loss of services of the loT system. Therefore, DoS
attacks can be created by attack schemes such as Ping of
Death, SYN flood, Tear Drop, Land Attack, UDP flood, etc.
To defend against DoS attacks, attacking schemes need to
be carefully investigated first, and then the efficient
defensive schemes to mitigate attacks need be developed to
secure 10T systems 301,

3.2.2.2 Spoofing attacks: These sorts of attacks aim to gain
access to the 10T system and then send malicious data of
their own choice into the system B4, The types of attacks
related to spoofing in 10T systems consist of RFID spoofing
331 |IP spoofing 7, etc. These sorts of attacks work based
on IP addresses. The attacker in case of IP spoofing gains
access to the IP addresses of authorized devices in the loT
network and then send malicious data to the 10T system
making the malicious data appear as valid data coming from
an authorized source. In an RFID spoofing attack, the
attacker aims for the information of a valid RFID tag and
once it gains access to that it then sends malicious data with
this authorized valid tag ID to the 10T system. To defend
against such spoofing attacks we need to have proper
identification and authentication procedures %34,

3.2.2.3 Sinkhole attacks: In such type of attack the attacked
hole acts as a powerful node and hence the other
neighboring nodes and devices choose this node for
communication or as a forwarding node in the process of
data routing acting as a sinkhole and everything is attracted
to it 31, This compromised node then can get all the data
before it reaches the 10T system and can compromise the
confidentiality and integrity of the data. It also affects the
availability of data making it a starting step of DoS attacks.
To defend against such attacks we have to use multiple
routing techniques and multiple routing protocols [,

3.2.2.4 Man in the middle attack: As the name states it is a
type of attack in which the attacker acts as a part of the
communication system between two nodes or devices of an
loT system B By doing that the malicious device can act
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as a bridge between the two devices and the two devices
would not even know that their data is first being transferred
to an attacker and would carry on believing that they are
receiving the data that was sent to them by the authorized
devices. Such a type of attack is a threat to the
confidentiality, integrity, and privacy of the data of the
authorized users and devices in the 10T system. The attacker
can gather the data, tamper it and also control the
communication between two devices hence making them a
great threat to the system and its data. These type of attacks
does not need any physical tampering whereas, they can be
launched by knowing the protocols of communication of
lIoT networks. Using secure communication protocols and
key management schemes, that make sure that the identity
of the normal devices is not lost, should be used as they can
be effective against such attacks 171,

3.2.2.5 Routing information attacks: Such type of attacks
aim to get the routing protocols that are followed in the loT
system. By gaining access to the routing protocols they can
then manipulate the routing techniques and destinations
which will result in looping of paths in data transmission
networks. This looping will result in the delay of end-to-end
data transmission in the 10T network B4, To prevent these
attacks from happening secure routing protocols should be
implemented. Also, ensure that the IP addresses and other
identifying information are not leaked.

3.2.2.6 Sybil attacks: In such attacks, the attacker gets hold
of the information of many authentic users in an loT
network and then impersonates them and makes replicas in
the 10T system [*8l, The malicious device that does all this is
known as a Sybil. As such devices have many authentic
identities so the malicious data sent by the Sybil device is
accepted by the neighboring devices in the 10T network. It
also if any device selects the Sybil device as a forward path
then it may seem as the data is going through various
devices but in reality, it is going through just one device. All
the data will go through the Sybil device and this can then
be used for jamming and DoS attacks. To prevent such
attacks we need to have proper identification and
authentication mechanisms in 10T systems [21],

3.2.3 Application layer: Application layer is used to
support the services that are requested by the authorized
users. Hence, most of the threats that are faced to this layer
are focused on software attacks and some of these attacks
are explained as:

3.2.3.1 Phishing attack: In such attacks, the attacker spoofs
the data of the authentic users and then obtains their
usernames, e-mail 1D and passwords. The attacker makes a
fake e-mail or website and then the authentic user is log in
through that website resulting in their data being stolen B4,
[39, Secure authorization access points, as well as
identification, can lessen phishing attacks B, The most
efficient way to stop these attacks is to make the users more
aware and informed about such online websites. This is
mainly an issue as machines are dumb so they cannot
differentiate but humans can so they need to be vigilant.

3.2.3.2 Malicious virus/worm: A virus or a worm is a self-
propagation attack that tampers the data of the users and is a
major challenge for the 10T devices Bl Worms, Trojan
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horse, etc. are the types of malicious viruses that forge
confidential data. To cater to these viruses firewalls and
virus detection techniques should be used 1,

3.2.3.3 Malicious scripts: These are the scripts that are
added to the software of the systems that are in an loT
network and once these scripts are added into the software
they are modified and then deleted and this results in
damaging the functionality of the system B4, As all the loT
systems have access to the internet and their applications are
also internet-based so the attacker can fool the users into
running these malicious scripts resulting in improper
functionality and data loss. These scripts can also result in a
lockdown of the system. The techniques that can be used to
cater for these scripts include honeypot, static code
detection and dynamic action.

4. Applications of 10T

10T has numerous applications in practical life. It has the
potential to influence all the fields of life and can
revolutionize our day-to-day life. It has the potential to
influence enterprises, businesses, and society as a whole.
The application of 10T is in the domain of smart
environment and smart spaces. This domain includes things
such as smart buildings, smart cities, smart transportation,
lifestyle, etc. some of the applications of 10T devices are
shown below [,

4.1 10SL (Internet of smart living): It doesn't take a genius
to figure out what home automation entails: it's pretty much
just the usage of smartphones and other easily available
computing devices to automate and control household items
and devices-from electrical appliances to lights to doors-
with the help of hardware that can be controlled remotely.
Most home automation begins small-people start with
controlling simple binary devices, that could either be in an
"on" or "off" state. But it's when these devices are hooked
up to the internet that they become truly smart and enter the
realm of the internet of things. Most automation systems
nowadays use their internet=enabled abilities to record and
analyze usage patterns of devices, mostly lighting and
heating systems, to reduce monthly electricity bills and
overall energy expenditure.

While setting up a home automation system, the best place
to start investing in is your nuisances, for many people, the
most obvious problem is their electricity bill, so most people
purchase a few smart lights as their first home automation
product. Or if you are the kind of person who is constantly
paranoid about whether they left the geyser on, smart
switches would ease your paranoia. From there, you slowly
build up a full lighting system that can be remotely
controlled and would respond to human presence, or an
automated home theatre comprising a smart TV with smart
ambient lighting.

Any smart home automation system today is generally a
central hub that can be configured to control a bunch of
smart devices, sensors, and switches, all of which
communicate with the hub using certain communication
protocols. The hub, in turn, is instructed through an app or
the web. The main takeaway is the distribution of
monitoring and computing functions between the hub and
the remote app. For example: in a smart lighting system, a
hub would act as the central interface between multiple
smart devices, say, a bulb and a door contact sensor 41,
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4.2 10SC (Internet of smart cities): It has various uses in

the smart city which are stated as:

1. Structural Health: Keeping an eye on the structural
integrity of the buildings. Monitoring the condition and
durability of the materials used in the making of the
building and monuments.

2. Lightning: Smart lights that are considerate about the
weather and adapt according to the weather condition.

3. Safety: Monitoring of areas using digital cameras.
Management of fire and fire control, automatic and
smart public announcement speakers.

4. Transportation: Intelligent roads and high-ways that
have cautionary signs which depict the condition of the
road, affect of weather on the road and any sudden
accidents or diversions.

5. Smart Parking: Smart parking systems that will enable
the users to find out about the availability of parking
space in the city or the nearest area.

6. Waste Management: Smart dustbins that perform the
task of recycling trash and garbage. RFID tags on bins
and cans that will help the cleaning and sanitation
department to see where they have to get this garbage
from 3],

4.3 10SE (Internet of the smart environment): It has

various uses in the smart environment which are stated as:

1. Monitoring air pollution: The air pollution generated by
transport can be monitored. Carbon and its emissions
from factories can be monitored.

2. Forest Fire Detection: Observing zones that have high
levels of inflammatory chemicals and gases and mark
them as danger zones so that people can stay away from
them.

3. Weather monitoring: Observing conditions of weather
such as temperature, wind speed, humidity, rain, and
pressure.

4. Water Quality: Checking the quality of water at
different water resources to see if the water is drinkable
or not.

5. River Floods: Observing the sea level and water levels
in various water resources such as rivers, dams, and
reservoirs to see if there is a threat of flood.

6. Protecting wildlife: Using tracking devices such as
tracking collars to help find wild animals and protect
them if they need saving 31,

4.4 10Sl (Internet of smart industry): It has various uses

in the smart industry which are stated as:

1. Explosive and Hazardous Gases: Observing and
monitoring the levels of different hazardous gasses in
the industrial environment that can result in an
explosion. Checking gas leakages and leakage of
hazardous materials. Observing the gas levels of
oxygen in mines to see if they are safe for workers to
work there. Keeping an eye on the levels of gas, oil, and
water to keep everything in order.

2. Maintenance and repair: Having an overview of the
equipment so that we can predict any future failures or
malfunctions that can lead to loss of life, money or
equipment 131,

4.5 E.l10SH (Internet of smart health): It has various uses
in smart health which are stated as:
1. Patients Surveillance: Observing the health of patients
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and people who need to be under care all the time.
Monitoring old homes.

Medical Fridges: Temperature controlled fridges that
are used to store important medical-related things such
as medicines, blood, organs, etc.

Fall Detection: Observing and assisting old people who
live alone by keeping an eye on their credentials.
Dental: A smart device that is connected to the
toothbrush and the phone of the user. It gives details
about the condition of the teeth and also tell us about
any dangers or dental diseases.

Physical Activity Monitoring: Smart sensors that are
wireless and are placed in the bed of the patient. They
track all the vital movements such as breathing rate,
blood pressure, heart rate, etc. All this information can
be viewed with the help of a smartphone 131,

4.6 10SE (internet of smart energy): It has various uses in
smart energy which are stated as:

1. Smart Grid: Observing the amount of energy consumed
and also managing the energy according to the needs.
Wind Turbines/ Powerhouse: Observing how much
energy is produced by the powerhouses or wind
turbines. Meters that keep track of how much energy is
used and how much of it is produced. Analyze patterns
in the data of energy use and make decisions according
to that pattern.

Power Supply Controllers: Determine the amount of

2.

4.7 10SA (internet of smart agriculture):

http://www.computersciencejournals.com/

energy required with the help of controllers. Provide
sufficient and efficient energy that is not wasted but is
enough to fulfill the needs of the people.

Photovoltaic Installations: Observing the performance
of solar energy plants and solar energy sources 3,

It has various
uses in smart agriculture which are stated as:

1. Green Houses: Observe the optimum conditions
required to produce maximum amounts of fruits and
vegetables and then maintain those conditions to obtain
desirable results.

Compost: Prevent the growth of decaying matter such
as fungus and other microbial organisms in hay, straw,
etc.

Animal Farming/Tracking: Locating different animals
and identifying them to see for what purpose can they
be used. Observe the quality of air and gases in farms to
maintain optimum conditions for cattle and farm
animals.

Offspring Care: Observe and control the conditions in
which the animals grow improving their chances of
survival and growth.

Field Monitoring: Decreasing the wastage of land and
waste of crop by monitoring the conditions of the soil
and fields in which they are grown. Finding out
weaknesses in the soil and then replenish them again so
that the crops are not lost and gone to waste 1,

SMAR!

ARMING

Fig 3: 10T applications

5. Discussion of 10T and future directions

Now we will discuss some concerns related to 10T. Before
we demonstrate the future direction of 10T, we first give an
example: With the introduction of 5G cars will be able to
send and receive signals 10 times faster than they are now.
According to a report, the car market globally will increase
from 5.1 million units to 37.7 Million units by 2022 ©41,
With the steady increase in the technology and induction of
telematics units, the experience of driving has changed
drastically in a positive way. This advancement has led us to
create safer vehicles and improvements in cybersecurity
taking us forward into an era in which cars are connected
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globally. China has been anticipated to be the next big
market for autonomous vehicles. Mass adoption of new
technology has been seen as a new trend as it has already
happened with smartphones so it is anticipated that the trend
of autonomous cars will also be accepted provided that the
prices are comfortable. We will discuss these issues in detail
and are stated as:

1. Safe Driving: The introduction of connected cars can be
a plus point for the insurance companies as now they
can offer deals and incentives to the drivers such as
they will offer them lower premiums if they will drive
responsibly. This will help make the road safe for
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people and everybody will benefit from this. This can
also be used to see how are the drivers driving and can
help observe their skills and based on this analysis they
can see their mistakes and improve themselves. Big
data can solve the problem of traffic jams by predicting
better routes for everyone and making traffic work in
such a way that there are fewer traffic jams.

2. Predictive Maintenance: The owner of the cars will now
be able to see if there would be any fault in their car so
they will be able to take precautionary measures before
anything bad happens. This will result in a reduction of
vehicle breakdown cases and will help the drivers to
take care of their vehicles better. Better maintained
vehicles have a very low emission rate so this will help
the environment as well.

3. The Data Opportunity: A research that was conducted
recently shows that automated vehicles will be able to
generate approximately 10 times more revenue than the
conventional vehicle. The future of the market will not
depend on the number of vehicles sold but it will
depend on the amount of data generated and stored by

http://www.computersciencejournals.com/

the vehicle. This concept is still very fresh and has a lot
of room for improvement but it is the future of the
automobile industry 1,

A trend can be seen that IoT is headed in the direction of
automation of everything and it aims to make everything
work like a robot. This is not an easy task as science has not
advanced that much and to make everything in human life
automated, we need massive capitals which nowadays is not
possible 46 471 Science wants to achieve full smartness
which means that technology which is made up of hardware
and software components should act like humans and have
similar behavior to that of humans. To achieve that we need
equipment and technology that is extremely smart. To
develop such technology, we have to make such
programming codes that have never been made before and
are highly complex. This means that to achieve total
smartness we have worked a lot in programming such codes
that have never been made before [“8l. This is a gradual
process that will not happen at a snap of a finger but it will
take time.

Reconstructio v v
a Leads to Internet
Thing Smartness o
Thing .
Thing
\ J
w w
Y v

Fig 4: Live cycle of thing to be in the 10T system.

A major problem that will arise by achieving total smartness
and that is standardization. Standardization means that the
hardware and software of the 10T device or system can be
changed according to the needs of the user. Each system has
its hardware and software and they are not compatible with
other systems as they both are made for different purposes.
For example, the task of refrigerators varies from places to
places. If they are used in homes they have the task to keep
the food fresh and if they are used in hospitals then their
task is to keep the organs and blood at the required
temperature level as well as release certain gases and
chemicals that will keep them from decaying. So we will
have to set standards as to how we can use certain
equipment in certain conditions. This will help reduce the
complexity of 10T and make the devices more compatible
and less expensive.

6. Conclusion

0T can enhance the availability of data and information
drastically which will help in transforming all the major
companies and organizations into a virtual industry. 10T can
help many companies in reaching their industrial as well as
strategic goals. It can do that with the help of data analysis
and influence the strategic goals of an organization. The
amount of numerous innovations required for the further

development of the |loT places a premium on
interoperability and has brought about broad
accomplishments to construct guidelines and specialized
details that help reliable and steady correspondence between
10T gadgets and segments. The joint effort between different
standard improvement gatherings and the combination of
some present endeavors will inevitably bring about more
noteworthy clearness for 10T innovation organizations. A
self-driving car can pick you up at a scheduled time and also
find out the best route to home with the least traffic. 5G can
make communication 10 times faster that will improve
awareness in devices and will give devices the ability to
make faster and quicker decisions. This is what the future
will be like. The main purpose of this paper is to provide a
clear and deep understanding of 10T, especially security
issues and suggest solutions to address them and
highlighting areas of use loT applications, to additional
advance the improvement of loT.
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