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Abstract 
This paper proposes DeFiDonate, a web-based decentralized application that facilitates the 
transparency and privacy of donations to charities while also increasing trust through the use of 
blockchain and various Decentralized Finance (DeFi) solutions. The problem with traditional donation 
models is that they lack traceability and are centralized, with limitations and restrictions on donors. 
DeFiDonate proposed using Elliptic Curve Cryptography (ECC), Non-Fungible Tokens (NFTs), a form 
of smart contracts, and Elliptic Curve Digital Signature Algorithm (ECDSA).DeFiDonate provides 
flexibility for donors by making either a direct donation to beneficiaries or donating to a liquidity pool, 
then distributing funds through a decentralized voting system and encrypting sensitive data, like the 
wallet addresses, donation amounts, and donors' NFT identifiers with ECC, meaning it's recorded in 
both on-chain and off-chain safety, and confirming the transactions and validating the signature is 
unauthentic with ECDSA, the implementation of DeFiDonate composed on Django and Solidity for the 
creation of smart contracts; Truffle, Ganache, and MetaMask for local testing. These results indicate 
that the system is safe for use, as it provides transaction integrity and information security. Based on 
performance analysis carried out in Truffle Develop, the use of NFTs within contracts was found to be 
associated with a notable decrease in execution time. Another application blockchain developers can 
discuss is DeFiDonate, which exemplifies a trusted, decentralized, and transparent method of digital 
giving. 
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1. Introduction 

Charity donations serve as a form of social solidarity that enhances collaboration, improves 

the social status and the economics of societies, and strengthens connections among all 

members of the population. However, the charitable donation methods include transferring 

large sums of funds via 70% of individual contributions, which requires boosting control and 

monitoring [1]. Existing strategies don’t provide transparency in the areas of donation and 

charity. As transactions regarding contributions from multiple organizations lack suitable 

protection for record-keeping, the engagement of fraudulent individuals has negatively 

impacted public trust in this social cause. The donor is uncertain whether their assistance was 

employed accurately or not. Fraud is another cause that leads donors to lose faith in charities 
[2]. Alternately, another challenge is security, as centralized systems are vulnerable to fraud 

and breaches; these processes are slow to adjust, limiting quick responses to immediate 

needs. Another disadvantage of conventional donation systems is that they are costly to 

process, making them susceptible to single points of failure and, therefore, more likely to 

face security attacks and fraud [3]. The blockchain has gained popularity due to its potential 

applications in various sectors, including non-financial and financial associations, such as 

supply chains, healthcare, and insurance systems [1]. As a decentralized network of 

distributed nodes that eliminates the need for centralized authority and facilitates transaction 

management, these transactions are organized into blocks, with each block linked to the 

preceding blocks of transactions via a chain [4]. Key characteristics of blockchain technology 

are confidentiality, protection, transparency, autonomy, decentralization, and immutability 
[5]. Blockchain technology will help resolve such problems by providing an improved, more 

transparent, secure, and authentic system of tracking donations through smart contracts, 

enabling the immutability and transparency of transactions in a donation tracking system. 

That is, once stored in the blockchain, it is permanent and unerasable, which offers another 

sense of responsibility and protection. When saving something to the blockchain, it becomes 
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immutable and cannot be altered or retrieved, providing a 

layer of sufficient accountability and security to all parties 

involved. It also allows all participants to confirm its 

execution and access transaction attributes. Moreover, 

blockchain decentralization eliminates the need for a 

mediator, which in turn reduces transaction costs and 

ensures that many donations can reach their intended 

recipients [3]. Conversely, Decentralized Finance (DeFi) is 

reinventing conventional, centralized finance by providing 

peer-to-peer and transparent, permissionless, and trustless 

solutions built on blockchain infrastructures. These types of 

solutions allow users to trade directly with each other, to 

access financial services without any intermediaries (e.g., 

exchanges, banks, brokers), and to integrate familiar 

functions into a single protocol, such as decentralized 

exchanges, token issuance, lending and borrowing 

protocols, governance, and automated marketplaces [6]. In 

this study, we propose DeFiDonate, a donation system on 

blockchain as a web application donation system, by 

merging DeFi capabilities, smart contracts, Non-Fungible 

Tokens (NFTs), serving as donor identity, trace the donation 

processes in a trusted way, utilizing Elliptic Curve 

Cryptography (ECC) for securely encrypting sensitive data, 

and with the Elliptic Curve Digital Signature Algorithm 

(ECDSA) to guarantee the legitimacy and reliability of 

donors' transactions and their signatures within the 

application. 
 

Motivation 

The charitable organization section is designed to increase 

the well-being of the poor people to eliminate economic, 

social and environmental challenges, this includes money 

giving to people experiencing poverty, donating in charity, 

organizing fundraisers, lobbying and awareness campaigns; 

the contribution of charitable organizations of the 

population and society is tremendous and this is the 

contribution of money and time to people experiencing 

poverty of the population [7]. Nevertheless, there is a lack of 

trust and openness in the way the funds are utilized; we 

must find a solution to tracking donations securely and 

transparently [8]. 

Combining blockchain technology and DeFi mechanisms 

can simplify the donation process by addressing those 

challenges and issues, enabling secure, transparent, and 

trackable donation systems, transforming traditional 

donation platforms, and encouraging users to donate by 

gaining their trust through smart contracts, NFTs, 

decentralized voting (including participants donors that 

deposit to the liquidity donation through the voting process), 

and ECC, aligning with the technological and revolutionary 

era, simplifying the monetary donation services that support 

beneficiaries, including individuals, institutions, or 

government organizations. 

 

Contributions 

We present the DeFiDonate web donation system that uses 

various DeFi mechanisms based on blockchain to ensure 

security, traceability, and fairness for every donation 

process, which includes: 

• NFT for identity and donation traceability: 

Assigning an NFT to each registered donor in the 

application, which retains all contribution information, 

and assists in accountability without incurring 

additional blockchain gas fees. 

• Liquidity pool example for fund deposit: An 

emulated Balancer Vault contract collates donations, 

and after a specified duration, the users cast their votes 

as to where the monies should be distributed towards 

selected groups. 

• Voting method based on contribution: The stake of 

the donors' funds determines their contribution to the 

liquidity, as the voting and decision-making procedures 

are transparent and equitable, due to the use of smart 

contracts. 

• Peer-to-peer and liquidity donations: These 

donations allow donors to choose how they want to 

donate their money and participate in deciding how that 

money will be utilized. This method is always present 

and consolidates people. 

• Securing distributed operation using ECC and 

ECDSA: Apply ECC to encrypt valuable data when it 

registers on both on-chain and off-chain, as well as to 

confirm donations are authentic; ECDSA signs every 

transaction that takes place. 

• Integration of Web3 with Ethereum smart 

contracts: An application was developed on Web3 

using Django, which supervises the back end, and 

Web3.js interacts with the smart contracts on the 

blockchain. Due to the integration of the application 

with MetaMask, users have the opportunity to make 

confidential and safe donations on the Ethereum. 

• Smart contract deployment and local testing of 

blockchain: An Ethereum environment with Truffle 

and Ganache installed to test and implement the system 

with their help. Before launching the system, the 

existence of smart contracts made it precise, reliable, 

and secure. 

 

Problem statement  

Transparency and openness have become the most desired 

concepts since faith in charities has declined in recent 

decades, as donations via mobile or bank applications 

decreased in the current systems due to adverse situations 
[9]. The use of social engineering methods by fraudsters to 

trick consumers into supporting fake organizations or 

charities has risen recently. As more individuals use social 

media to organize, communicate, and get involved in 

charitable projects, scammers have shifted to participating 

in multiple contribution fraud on these sites [10]; blockchain 

technology enhances humanitarian assistance operations by 

facilitating accountability, transparency, and real-time data, 

besides promoting effectiveness and efficiency by 

automating procedures, leveraging smart contracts, and 

assuring timely source delivery [11]. 

 

Related works 

This section has selected several works in the field of 

charity and donation to make the donation process 

convenient, easy, transparent, effective, decentralized, and 

secure for the donor. J. Swati et al. [12] offer Crypto-

GoCharity, a blockchain platform for charity that solves the 

trust and disregard in charities, incorporating MetaMask, 

Ganache, and hosting application data on a MongoDB cloud 

repository. The system transacts peer-to-peer, raises 

trustworthiness through a distributed ledger, and applies 

smart contracts to automate the process, which can help 

donors select organizations but is limited to map-based 

filtering and tracking of how their contribution is spent. I. 
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Segeda et al. [13]. Present a decentralized system with DeFi 

in charities based on blockchain with security and managing 

updates via smart contracts and a web for user interaction; 

to provide help and support during crises and wars, it also 

applies liquidity pools like UniSwap and mechanisms to 

record and control the donations and focusing on 

mathematical approaches for rewards to consumers. Yet, 

besides its efficiency in simplifying charities, it lacks 

identity management for participants and any encryption 

methods. B. He et al. [14] developed a proposal for a 

trackable system of charity donations based on Ethereum, 

which addresses security concerns in charity donation 

ecosystems while maintaining aspects of privacy through 

the use of privacy protection tools in encrypted algorithms. 

In addition, it utilizes Public Key Encryption with Keyword 

Search mechanisms (PEKS), a smart contract, a user 

interface, and a cloud server to ensure the privacy, 

verifiability, and traceability of storage; still, it does not 

handle security procedures, such as identity verification of 

donors or beneficiaries. Meeradevi et al. [15]. Presents a 

blockchain-based fundraising model for Non-Profit 

Organizations (NGO), assuring integrity and transparency 

by constructing a channel between the NGO and the donors 

using smart contracts and a decentralized distributed ledger, 

including traceability of real-time donation, and preventing 

the use of the funds, within hyper ledger fabric that 

deployed on Rinkeby, allowing them to made donations and 

contribute via the MetaMask, indicating the effectiveness in 

addressing transactions and powering donors' trust for 

making donations. But it lacks flexibility and consideration 

for the donors within the system. C. Nairi et al. [3]. Offer 

DonateBlocks for transparent, safe, and tamper-proof 

transactions to execute immutable records to track 

donations. It consists of blockchain platforms (Ethereum, 

Polygon), smart contracts, Web3.0, and a MetaMask wallet 

for following and controlling donations in a secure and 

decentralized manner, as well as the incorporation of the 

Interplanetary File System (IPFS) for saving files and 

Decentralized Identifiers (DIDs). The study itself provides a 

decentralized donation, which does not inform us about how 

it can be used or what security measures are taken to ensure 

its safety, e.g., encryption. 
 

Backgrounds 

The blockchain technology 

Blockchain technology is regarded as the fundamental basis 

of cryptocurrencies, particularly the Bitcoin system. People 

speculate that Bitcoin was the first cryptocurrency structure 

to be developed, and it currently holds the highest value. 

Since then, many cryptocurrencies with more complex 

characteristics have appeared, such as Ethereum, which uses 

smart contracts. It is widely known in the blockchain world 

that it is a decentralized peer-to-peer network. The intention 

of using blockchain is to eliminate the intermediaries and 

administrators from the entire process, which is achieved by 

constructing an immutable and unalterable decentralized 

record accessible to everyone [16]. It is also a distributed 

system composed of growing collections of information, 

known as blocks, which are associated securely through 

encryption, where every block utilizes encrypted forms of 

the hashed details of the prior block in addition to the 

timestamp. Although blockchain data records are 

immutable, protected by their architecture and functioning 

as a decentralized computational network with exceptionally 

low failure rates [17]. There are two major security constructs 

used in the blockchain protocols (e.g., Proof of Work (PoW) 

and Proof of Stake (PoS)); under PoW, a piece of 

information known as a nonce is generated, which requires 

an extended period and consumes a notable portion of 

power due to the high computational requirements. Yet, 

others can determine if a block and nonce meet specific 

requirements. 
Additionally, in PoW, miners within the network attempt to 
accomplish transactions, earning rewards. In PoS, miners 
maintain something as evidence at stake, and if they mine 
correctly, they will obtain a reward; otherwise, they will 
forfeit the fund that they have at stake [18]. Various 
applications and industries have been utilizing blockchain, 
as evidenced by current studies that focus on the 
implementation and application of blockchain technology 
across different business sectors, including digital IDs, 
supply chain management, healthcare, property, wills and 
inheritance, food traceability and security, digital voting, 
and money tracking [4].  
 

Smart contract 

Generally, a smart contract is considered a component of 
code that utilizes blockchain technology to execute and 
enforce a contract, thereby simplifying the terms of the 
agreement among parties who are unknown to each other. 
When meeting a specific requirement, the system transfers 
digital assets to all parties engaged. Compared to 
conventional contracts not involving third parties, this 
reduces transaction fees [19].  
Ethereum is another public blockchain that was introduced 
in 2014 and offered an operational application within the 
smart contracts paradigm; mainly, through Ethereum, the 
primary objective transitioned from the innovation of the 
use of cryptocurrencies to developing decentralized 
applications, giving rise to the second release of the 
blockchain protocol, which was known as blockchain 2.0 
[20].  
 

Decentralized Finance (DeFi) 

The phrase DeFi encompasses several types of financial 
projects built on blockchain platforms, such as Ethereum, 
Solana, Binance Smart Chain (BSC), Polygon, Aptos, and 
several others, that implement financial transactions, like 
investment, digital assets, and trading; DeFi has been one of 
the most interesting possibilities for investing in the 
previous years, mainly because of its decentralized, highly 
transparent, and open features. Hundreds of billions of 
bucks have joined the DeFi corporation. Ethereum holds 
more than 80 percent of DeFi locked-value accounts in 
various blockchain accounts [21]. Since 2021, DeFi has 
proven to be an exceptional application in derivative 
protocols, stablecoins, prediction markets, and payments [22]. 
Numerous DeFi protocols are now integral components of a 
broader environment that encompasses recognized 
applications and tokens; for example, Compound and 
AAVE are protocols used for lending and borrowing, while 
Balancer, SushiSwap, and UniSwap are Decentralized 
Exchange (DEX) protocols, and using dHEDGE and yEarn 
for asset management [23]; DApps protocols typically 
operate with a liquidity pool, depicted as a pool of assets 
that enable exchanges. Any pool may have restrictions 
limiting its membership to only specific types of property, 
and an exchange involves consumers exchanging pool assets 
for other pool assets [24]. 
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Non-Fungible Tokens (NFTs) 

NFTs are digital assets with unique attributes, 

differentiating them from other digital resources, including 

digital currencies and traditional financial assets; when 

compared to digital currencies, NFTs are incompatible, 

whereas fungible products are comparable, as their value is 

established by their uniqueness rather than any distinctive 

characteristics they may possess [25], by applying 

decentralized digital ledger technology the blockchain 

preserves NFTs to confirm ownership rights and public 

authenticity for every token. Like Ethereum, an NFT is a 

type of Ethereum token, specifically the ERC-721 token, 

which signifies the right to the underlying infrastructure 

asset; for instance, if an artist mints an NFT for their work, 

the NFT serves as the digital title deed of the work; the 

perpetual NFT contracts serve as a building block, 

primitively, which can take many different forms in DeFi, 

such as derivatives and lending, and make DeFi 

composable; it will find new service applications because of 

blockchain acceptance within developing metaverse 

platforms, as they will enable usage with metaverse NFT 

assets to manage the upcoming virtual economy [26]. The 

NFT possesses one of the most critical characteristics of 

security, ingrained in the blockchain's ideas, including 

cryptographic algorithms that make it impossible to tamper 

with or forge. Another essential property of an NFT is that it 

is traceable, meaning that the history of each of its 

transactions can thebe kept as a whole, another trait is 

transferability to transfer such NFTs securely via smart 

contracts, which are irreversible and transparent; 

programmable features on the side of developers allow the 

implementation of automatic royalty systems, which award 

content creators a percentage of future sales, while scarcity 

is preserved with smart contracts, which select and mint 

some of the NFTs, consequently increasing their value due 

to their uniqueness; interoperability enables the processing 

of NFTs across multiple platforms. Proprietorship 

verification is protected via the blockchain and private keys, 

ensuring the transaction is authentic and saved permanently, 

and indivisibility implies the inability of NFTs to be split 

into smaller units; smart contracts possess this feature, while 

the uniqueness of the NFT is ensured through cryptographic 

hashing. Conducting unique identifiers from the metadata 

with cryptographic algorithms and saving them on the 

blockchain, preventing alteration and duplication 

immediately [27].  

 

Ganache  

Ganache is a solid and effective private blockchain built on 

Ethereum, which was developed specifically for securing 

and establishing data storage, enabling organizations and 

developers a configurable and safe platform for 

constructing, testing, and implementing DApps and smart 

contracts on a secure blockchain; it interacts easily with the 

Ethereum Virtual Machine (EVM), helping programmers to 

take advantage of Ethereum platforms' capabilities and 

characteristics; this involves leveraging the programming 

language Solidity, also the Ethereum's essential currency, 

Ether, and a comprehensive variety of Ethereum-based 

DApps and smart contracts, offering multiple features, 

making it an ideal choice for constructing and protecting 

data records. It provides a local experimental network, 

allowing programmers to validate their applications and 

smart contracts for connecting with the global Ethereum 

network, thereby decreasing the risk of exposing private 

information throughout the construction process and 

enabling programmers to simulate various network 

conditions [28].  

 

MetaMask 

MetaMask is an Ethereum wallet that enables simplified 

management of cryptocurrencies, secure transactions, and a 

configurable transaction chain. MetaMask also allows for a 

highly mobile application and a compatible browser 

extension. Besides these characteristics, MetaMask is freely 

available, has an enormous community, and provides solid 

customer support [12]. 

 

Security procedures  

Security breaches have become more frequent and are 

happening at all times these days [29]. 

 

Elliptic Curve Cryptography (ECC) 

ECC is an effective type of cryptography that employs 

public keys, established on an elliptic curve, for encryption 

and decryption; as the elliptic curve is a smooth, curvilinear 

surface of genus one in the field, its mathematical definition 

is as follows [30]: 

 

  (1) 

 

It offers an excellent encryption method using fewer keys 

than other encryption approaches. ECC also delivers 

multiple benefits in the verification and identification 

techniques, including high efficiency, low bandwidth 

requirements, and quick speed [31]. Table 1 below 

corresponds to the key sizes with diverse security aspects 

among ECC and RSA/DSA. It is also critical to note that a 

160-bit ECC key delivers equal security as a 1024-bit RSA 

key. Additionally, the overall number of mathematical 

instructions processed and the total number of multiply-

accumulate instructions performed are shown for each 

technique [32]. 

 

Elliptic Curve Digital Signature Algorithm (ECDSA) 

A gradual transition from RSA to DS and subsequently to 

ECC has been observed over the past decade, driven by the 

latest developments and an effort to achieve the best 

possible, where recent encryption ideas, such as ECDSA, 

have gained popularity because of their compact code and 

high security, as well as efficient execution and a 

manageable code size [33]. The source code of the ECDSA 

digital signature scheme is based on ECC, or elliptic curve 

cryptography, which utilizes mathematical concepts 

involving elliptic curves to generate both a secret and a 

public key. The sender generates a digital signature of a 

message through a private key and adds it to the message to 

validate it with ECDSA. The recipient can verify the 

accuracy and integrity of the information passed via the 

application of the sender's public key [34]. Due to the 

importance of the ECDSA technique in blockchain and 

other applications, developing a feasible distributed 

signature scheme based on ECDSA is a highly objective 

goal. Regarding the value of the ECDSA approach in 

blockchain applications and beyond, establishing a feasible 

distributed signature service based on ECDSA is an 

essential objective [35]. 
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Materials and Methods 

DeFiDonate, the proposed platform, is a decentralized web 
application designed for donations and built on Ethereum 
blockchain technology as one of the decentralized solutions 
addressing the issues of security, trust, transparency, and 
centralization in traditional donation systems. We have 
deployed it based on a Python framework, Django (between 
frontend and backend), Solidity smart contracts, and NFTs 
combined with ECC/ECDSA cryptography. Figure 1 
presents the methodology approach and implementation 
procedure of the DeFiDonate system. 
 

Wallet integration process and the registration of the 

user 

Institutions and donors register through DeFiDonate's web 
interface, and to donate, they associate with the website and 
seal the donation (or purchase) in their MetaMask wallet. 
The institutions on the platform are added through the 
approval process by the admin panel. Beneficiaries, on the 
other hand, are added to the application by the institutions to 
which they belong. 
 

The building design of smart contract 

Executing five smart contracts, including DonorContract for 
handling donor registration with the application, 
NFTContract to mint a unique ID for each donor and view 
their donation history, DonationContract to facilitate the 
direct donation process from the donor to one or multiple 
beneficiaries, LiquidityDonationPool, and MockVault to 
manage deposit process that made by any donor to the 
liquidity pool, and the voting operation to determine the 
transmission of the funds. 
 

Encryption for security with ECC and ECDSA 

Encryption of sensitive information (wallet address, amount 
of the donation, NFT IDs, and amount of the deposit) in a 
donation with the help of ECC before putting on such 
information in the databases of Django and blockchain, and 
then the digital signature established according to the 
ECDSA algorithm gets verified on all the processes of 
donation demanded by the donor.  
 

Mechanism of voting and allocation of funds 

Voting will only be allowed after the initial deposit has been 
made within 30 days of the initial deposit. The donors shall 
have the right to justify their vote to an institution, which is 
equivalent to the number of votes accorded to every donor, 
depending on the level of donation they have made. The 
smart contract shall quantify the weight of each vote, as the 
funds will be liquidated according to the regulations 
mentioned earlier. 
 

Results 

The establishment and testing of the DeFiDonate application 
completed using Windows 11 Pro 64-bit, 13th Gen Intel® 
Core™ i7-13620H (16 CPUs), ~2.4 GHz, and Random 
Access Memory (RAM) of 16384 megabytes (MB); the 
backend of the system was done in the programming 
language Django for the database, while the frontend 
interface was based on HTML, JavaScript, and Bootstrap to 
make the interface responsive, as the construction of smart 
contracts in the Solidity programming language (version 
0.8.19) and deployed locally using Truffle and Ganache for 
Ethereum blockchain simulation, along with MetaMask as 
the web wallet. In addition, the front end is based on 

Web2.js to communicate with published contracts in the 
blockchain space; Postman is used to examine the 
effectiveness of the smart contracts and Django backend, 
check the API endpoints, and observe their responses. 
 

Wallet integration process and the registration of the 

user 

DeFiDonate has two types of users: donors and institutions. 
The two types of users register differently, as illustrated by 
the differences in the processes shown in Figure 2. Figure 3 
confirms that the donors accessed a special web interface, 
where they reported their data wallet address. They used 
MetaMask, an Ethereum wallet, on the website to sign 
transactions for their donation procedures, without exposing 
their private keys. Upon successful registration, performing 
encryption with ECC for their wallet address, a unique NFT 
will be minted for them. 
Additionally, encrypt them before recording them. For 
institution registration, apply the procedures similar to those 
shown in the registration form in Figure 4. However, it 
required admin approval from the admin site before adding 
it to DeFiDonate, as illustrated in Figure 5. Each institution 
also has an encrypted MetaMask wallet address within the 
system, employing it to collect donations from liquidity 
following confirmation. Moreover, each institution is 
responsible for adding its beneficiaries to DeFiDonate to 
receive funds from donors through the direct donation 
process and encrypting their wallet addresses with ECC. 
 

The implementation of smart contracts 

As we have explained above, DeFiDonate is a combination 
of five core contracts, created in the blockchain 
programming language Solidity; each plays a vital role in 
making the application usable in a decentralized, secure, and 
transparent donation and voting process. They were 
deployed and tested locally using Truffle and Ganache as an 
Ethereum blockchain, utilizing the MetaMask plugin to sign 
transactions by the donors locally in the frontend. The five 
contracts are: 

• DonorContract: Handles the donor registration 
procedure, whereby only registered donors are signed 
in. It validates the wallet address of donors and 
associates their identity with NFTs. 

• NFTContract: Offers a distinct NFT to all donors 
registered with DeFiDonate, which acts as a secure and 
verifiable identifier in each donation transaction, and 
monitors donors' donation history made within the 
application. 

• DonationContract: This contract eases and streamlines 
the entire procedure of informing the donor that the 
beneficiaries have received the money with the help of 
ECDSA to record transactions once the signatures of 
the donor are verified, details of the donation and those 
of the recipient will be hashed and retained on-chain. 

• LiquidityDonationPool: It enables the donors to 
deposit their donations into the pool, and after thirty 
days from the first donor deposit to the liquidity, a 
voting process starts, and only the donors who 
contribute to the liquidity can cast a vote to select an 
institution that receives the funds, and all deposit 
information is encrypted, such as donor address, deposit 
amount, and vote weight. 

• MockVault: Acts as a pool to store and distribute the 

deposit funds made by the donors through the use of the 

LiquidityDonationPool. 
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Every contract has been tested through multiple stages, first 

using the local environment of Truffle, then via Truffle 

combined with Ganache, which presents as a simulator of 

the Ethereum blockchain. Web3 has linked the ABI of the 

deployed contracts to the Django database; therefore, 

information transmission among the backend programs is 

smooth. 

 

Security procedures with ECC and ECDSA 

In DeFiDonate, we provide Integrity, privacy, and legality 

associated with the donor's donation approach. By 

employing two methods of encryption, ECC and ECDSA, 

for verification. The ECC applied to protect sensitive data 

such as the donor's wallet address, the donation and deposit 

amount, the NFT IDs, the beneficiaries' and institutions' 

wallet addresses, and using the vote weight for the voting 

process before saving it on both the Django database and 

on-chain and making sure that those fields are invisible even 

when they stored publicly. The ECDSA has been merged 

with both the DonationContract and the 

LiquidityDonationPool to verify the digital signature of each 

donor before processing any donation within DeFiDonate. 

This will prevent unauthorized access, and only a holder of 

the proper wallet will be allowed to donate, accomplishing 

the verification operation within the contracts. The system, 

as a combination of ECC and ECDSA, provides: 

• Confidentiality: guaranteeing the privacy of data on 

blockchain and off-chain through encryption. 

• Authenticity: The donations and votes are signed and 

can be verified only by valid donors. 

• Integrity: Implying, and preventing any form of 

tampering since the attempt to decrypt or validate the 

signature has failed. 

Such a security model significantly reduces threats to key 

usage, funding transfer abuse, and the exposure of sensitive 

data, and is also compliant with the best practices of 

blockchain-based financial applications. 

 

Direct donation process 

With DeFiDonate, donors can directly contribute (ETH) to 

registered beneficiaries via the DonationContract, enhancing 

it with the help of MetaMask, smart contracts, and 

cryptographic assets that track all the transactions safely, 

traceably, and authentically; to make a direct donation, 

donors connect their MetaMask wallet account to 

DeFiDonate, identify one or multiple beneficiaries, and 

enter the amount to be donated, here the system generates a 

structured data payload associated with the donation and 

signs it with the donor's key through MetaMask. 

The signature, along with the donation, will be sent with a 

request to the backend, which will then pass it to the 

DonationContract. Figures 5 and 6 below show the direct 

donation process. The relatively new concept designed by 

DeFiDonate provides an easy-to-use interface compatible 

with the Iraqi audience, which has an in-built ETH IQD 

converter that allows converting the value of Ether to Iraqi 

Dinar in real-time, and providing links to reliable websites 

to buy and sell Ether, which increases its convenience to 

those who are not familiar with the world of cryptocurrency 

infrastructure. 

 

Liquidity deposit and voting procedures 

DeFiDonate features decentralized liquidity, allowing 

donors to contribute in the form of ETH by entering the 

smart contract LiquidityDonationPool, authenticating every 

deposit using ECDSA, and protecting sensitive information, 

including the donor wallet, deposit amount, and vote weight, 

with ECC, based on the number of contributions made by 

the donors, to calculate their vote weight. After 30 days 

from the first deposit, each contributor of the deposit votes 

once through their profile page in DeFiDonate, using their 

vote weight (which depends on the total deposit they made). 

If a single institution acquires a majority of votes, it 

withdraws the liquidity and deposits it into the account of 

the winning institution. Nevertheless, votes on the 

institutions are equal, the funds will be distributed equally 

among the different institutions, ensuring a safe and 

decentralized delivery of the donation pool of funds; Figures 

7 and 8 depict the deposit mechanism, while the 

administration of voting methods for donors, administrators, 

and institutional site interfaces is shown in Figures 9 and 10, 

as well as in Figure 11. 

 

NFT-based donor tracking 

How NFT plays a crucial role in DeFiDonate in ensuring the 

transparency and verifiability of each donation activity. 

After concluding a successful donation, whether direct or 

liquidity-based, the donor's NFT is updated with the 

transaction details made by the donor, guaranteeing each 

donors have an immutable and verified history of their 

contributions; it does not only serve as a digital identity but 

also as a record of donation activity that can be viewed from 

the donor profile section of the system, as shown in Figure 

12. 

 

Discussion 

In this section, DeFiDonate, we provide a comparison with 

other systems based on blockchain technology through a 

comparative analysis of the following system requirements, 

as listed in Table 2: governance, security, privacy, 

transparency, traceability, and flexibility. 

 

Comparative analysis  

Unlike previously established systems, such as 

DonateBlocks [3], Crypto-GoCharity [12], DeFi charity 

platform [13], charitable donation system [14], and charity 

integrity [15]. The characteristics of the proposed 

DeFiDonate system are that it addresses all six requirements 

mentioned above: 

• Governance: Implemented with the help of the donor 

voting mechanism, preventing the use of the deposited 

money until decentralized voting. 

• Security: It is secured through the integration of ECC, 

utilizing encryption of confidential on-chain and off-

chain information, and ECDSA, to authenticate and 

authorize digital signatures through any transaction, 

enabling unauthorized individuals to donate or 

participate in voting. 

• Privacy: Controlled by encrypting sensitive data such 

as wallet addresses, the amount of donations, and NFT 

IDs to be preserved on-chain and in the database. 

• Transparency: Ensured since all logic of smart 

contracts and donations, plus distributions of funds, are 

installed on the blockchain and are seen on the 

blockchain transaction logs. 

• Traceability: The NFTContract facilitates every 

donation entry; it writes a record into the NFT of the 

donor so that the history can be verified (traceability). 
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• Flexibility: Achieved through both direct donations and 

contributions to liquidity pools, which are present as 

mechanisms that enable a donor to give according to 

their wishes. 

 

Security discussion 

DeFiDonate has two cryptographic standards: Within ECC, 

by Encrypting sensitive data, including the data of the block 

from as shown in Figure 13, and wallet addresses (donor, 

beneficiary, institution), donors NFT as we illustrate them in 

Figure 14, beside the amounts of donation, and the weight 

of the donor's vote, providing data confidentiality and 

practices relating to blockchain privacy. On the other hand, 

with ECDSA, all donation and deposit transactions are 

validated using this algorithm in the smart contract, 

preventing unauthorized individuals from conducting 

blockchain transactions and creating authenticity, thereby 

destroying spoofing or unauthorized activities. Such security 

methods are more efficient than classical donation systems 

and even some existing blockchain-based systems that fail 

to provide end-to-end encryption and robust cryptographic 

validation systems; the Figures [15, 16] demonstrate that ECC 

can achieve similar security levels as those of RSA/DSA 

cryptosystems, but with a significantly smaller key size, 

thereby improving efficiency and scalability. 

 

Impact of NFT integration 

To determine the effectiveness of DeFiDonate smart 

contracts, we have compared two versions of the system 

(with and without NFT support) in the Truffle Develop 

environment. In the evaluation, the time factor to perform 

procedures such as donor registration, direct donation, 

liquidity deposit, and voting was measured, which reveals 

that contracts using the NFT performed slightly better in 

time, which is explained by the fact that the NFT structure 

and its incorporation with the contracts, as depicted in the 

charts that represent the performance of the decentralized 

donation process (Figures 16, 17, 18, and 19) for the time, it 

is possible to achieve faster and more efficient execution, 

which improves overall performance. 

 
Table 1: Key size comparison of ECC, and RSA/DSA [32] 

 

Symmetrical key size (length in bits) 80 112 128 192 256 

RSA/DSA key size (length in bits) 1024 2048 3072 7680 15360 

Elliptic Curve key size (length in bits) 160 224 256 384 521 

 
Table 2: Comparison between DeFiDonate and other donation systems 
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[12] Crypto-GoCharity 2022 Public Ethereum Smart Contract, Cryptography  ✓  ✓ ✓  

[3] DonateBlocks 2023 Public 
Ethereum 

(Polygon) 
Smart Contracts, DID, IPFS  ✓  ✓ ✓ ✓ 

[15] Charity integrity 2023 Public 
Ethereum 

(Rinkeby) 
Smart Contracts  ✓  ✓ ✓  

[14] Charitable donation system 2024 Public Ethereum PEKS, IND-CKA, Mythril  ✓ ✓ ✓ ✓  
[13] DeFi charity platform 2024 Public Ethereum Liquidity Model, AMM, Staking  ✓  ✓   

 
The proposal web application: 

DeFiDonate 
2025 Public Ethereum 

ECC, ECDSA, NFT, Voting, liquidity (simulated 

Vault contract) 
✓ ✓ ✓ ✓ ✓ ✓ 

 

 
 

Fig 1: DeFiDonate methodology flowchart 

http://www.computersciencejournals.com/ijcit


International Journal of Communication and Information Technology http://www.computersciencejournals.com/ijcit 

~ 22 ~ 

 
 

Fig 2: DeFiDonate user registration interface 

 

 
 

Fig 3: Donor and institution registration form 
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Fig 4: Admin site institution approval or reject 

 

 
 

Fig 5: Direct donation select beneficiary and confirmation 
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Fig 6: Signature verification and success direct donation process 

 

 
 

Fig 7: Donor deposit funds in liquidity 
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Fig 8: Signature verification and success of the deposit operation 

 

 
 

A) Donor selecting vote option 

 

 
 

B) Donors vote confirmation and submit 
 

Fig 1: Donor interface voting process 
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Fig 10: Admin interface finalize voting operation 

 

 
 

A) Admin interface confirming winning option and the amount 

 

 
 

B) Institution profile interface confirming received funds 
 

Fig 11: Confirmation of receipt of funds from both admin and institution interface 
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Fig 12: NFT for editing donor history 

 

 
 

Fig 13: Encrypted data in block 

 

 
 

Fig 14: Encrypted wallet address and NFT 
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Fig 15: Key size vs security level [36] 

 

 
 

Fig 16: ECC to RSA Ratio vs Security [36] 
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Fig 17: Time consumption for donor registration 

 

 
 

Fig 18: Time consumption of direct donation 
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Fig 19: Liquidity deposit time consumption 

 

 
 

Fig 20: Voting time consumption 

 

Conclusion 

The study proposed a decentralized web application for 

donations via DeFiDonate, which securely and transparently 

processes donations on the Ethereum blockchain utilizing 

ECC, smart contracts, ECDSA, and NFTs by playing a 

significant role in addressing the problems associated with 

conventional donation sites, including untrustworthy 

environments, centralization, and data security concerns, 

where the donation process can be made directly or into a 

liquidity pool, then distributing the funds through a voting 

mechanism based on the contribution made by donors, 

which avoids bias and centralization; security procedures, 

such as privacy, are achieved by encrypting sensitive 

information and ensuring authenticity through the 

verification of a digital signature. Comparing it to other 

blockchain-based donation solutions, it offers a high degree 

of traceability and transparency, as well as flexibility in its 

operations, since its construction, development, and testing 

it using local Ethereum with Truffle, Ganache, and 

MetaMask; as the employing of NFTs showed that the 

processing time execution within is reduced when testing 

them locally in Truffle Develop. Finally, future 

development can proceed from this research by combining 

Layer-2 services to improve scalability, or by adding other 

fiat-to-crypto gateways and utilizing mobile application 

support to ensure greater access and reduce costs. 
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