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Abstract 
Digital forensics of visual-based evidence from video surveillance systems and forensic photographs 

holds object detection as a key aspect of the process. Recognizing an instance of object classes over a 

wide range of image data using computational techniques is one of the areas that has gained continuous 

attention over the years due to their numerous practical applications. Several algorithms and techniques 

have been specified for object detection and recognition with Machine Learning gaining more 

prominence and ensuring the remarkable performance of object detection and recognition systems. This 

study presents a comprehensive review of the frameworks and applications of Machine Learning in 

object detection and classification with particular applications to Digital Forensics. The analysis covers 

a wide range of publications between 2007 and 2019 available in different indexed and non-indexed 

databases and the candidate papers were selected using certain exclusion criteria proposed in the 

Kitchenham’s methodology. The study in a bid to streamline future researches categorized digital 

forensic researches into six knowledge areas and identified the convolutional neural network as a state-

of-the-art algorithm for machine learning-based digital forensics. 
 

Keywords: Systematic review, object detection, image recognition, crime scene reconstruction, 

convolutional neural networks 

 

1. Introduction 
Machine learning is a concept with multi-disciplinary application to various fields that 
involves data one way or the other. It is a branch of artificial intelligence that involves 
developing a model to learn from existing data and utilize identified patterns in these data to 
make decisions with limited human intervention. Machine learning may also be described as 
utilizing a computer algorithm to develop models (computer programs) to learn from 
experience with existing data relating to a task and performance measure. The performance 
of a model at a given task increases with experience. A Machine learning model maximizes 
its utility performance by learning from data during its training stage. The concept has 
various application areas which include recommendation systems (Paulo et al., 2015) [108], 
stock market forecasting (Shen et al., 2013) [128], speech recognition (Banumathi & Chandra, 
2017) [19], fraud detection systems (Anuj & Prabin, 2012) [13], object recognition (Helen, 
2009) [69], automatic text classification (Joel et al., 2014) [82] and so on. Machine learning 
models are not necessarily machines or systems but can be integrated on intelligent 
software/hardware for decision making based on patterns identified from the available data 
used to train on a particular problem domain.  
The development of machine learning is made possible through the application of standard 
machine learning algorithms. These learning algorithms are classified into four categories: 
supervised learning, unsupervised learning, semi-supervised learning, and reinforcement 
learning. Supervised learning involves training a computer algorithm with labelled data into 
specific classes in a particular task, thereby applying learned knowledge from labelled data 
on real-world data. Unsupervised learning in contrast to supervised learning does not involve 
a training dataset with labelled data. In unsupervised learning, the algorithm utilizes hidden 
patterns on the data to categorize data based on identified patterns. Semi-supervised learning 
is an approach where the computer algorithm learns from datasets with labelled and 
unlabelled categories of data. Algorithms in this category can gain experience from 
incomplete data (Paulo et al., 2015) [108]. Reinforcement learning is an essential approach that 
involves the model giving specific insights in a particular context to maximize its 
performance.  
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The availability of these machine learning algorithms and 

adequate computational power to develop strong machine 

learning models with reasonable accuracies (Prerak & 

Rughani, 2017) has made extensive research in digital 

forensics currently feasible. Certain machine learning 

algorithms especially Neural Networks has played major 

roles in detecting and classifying objects (Voronin et al., 

2016; Makov & Creutzburg, 2016; Prerak & Rughani, 2017) 

[144, 144], conversational Chabot with sentence prediction 

(Prerak & Rughani, 2017) and so on. Convolutional neural 

networks (CNN), a variant of the Neural Networks, have 

been around since the early '90s but just became popular 

with many applications due to the recent availability of 

computational power to train CNN models. Deep layered 

CNN trained on large datasets have demonstrated 

tremendous accuracies for classification, detection, or 

identification of images, objects, or faces respectively, and 

therefore has found various application areas including in 

Digital forensics. The terms “Digital forensics” and 

“Computer forensics” are most times used interchangeably 

to define forensic analysis related to computing but both 

concepts are quite different in terms of scope. While 

computer forensics involves a forensic analysis of system-

related crimes like social engineering attacks on a computer 

system, digital forensics is much more extensive as it is the 

forensic analysis of any digital evidence; not just computers 

it may be a data from a digital fax machine, an audio file, 

image file, video file and so on (Derek et al., 2008) [54]. The 

basic concept of digital forensics is providing a computer 

output from a computational model or software to serve as a 

second reviewer for forensic experts during forensic data 

analysis due to the problem of uncertainty during forensic 

analysis most times. Research had recognized that the 

concept of machine learning can help provide a better output 

based on automated and intelligent analysis of pieces of 

evidence at crime scenes (Prerak & Rughani, 2017).  

Crime scene reconstruction (CSR), an aspect of forensics 

that is becoming largely dominant, plays a major role to 

determine the actual sequence of a criminal case after it has 

happened. It is regarded as a forensic analysis task that tries 

to eliminate irrelevant details about a crime scene while 

analyzing the relevant patterns identified. These relevant 

patterns may be position or location of physical shreds of 

evidence, bloodstain patterns, track-trail patterns, injury or 

wound pattern, glass fracture patterns, scattered furniture 

positions, and so on. CSR predicts the actual course of a 

crime scene and it helps to influence decisions of the jury by 

avoiding exonerations of the innocent in certain court cases 

(Samir & Nabanita, 2015) [124]. Although CSR is an 

important aspect of a criminal investigation, it lacks a 

standardized approach as evidence patterns vary from one 

crime scene to another thereby the need for a machine 

learning model to reduce the discomfort and technicality of 

forensic investigations at a crime scene. Apart from the 

CSR, all other prominent aspects of computer forensics are

leading research application areas of machine learning 

algorithms as stated in Davide et al., (2011) [52]. Digital 

devices have become a part of our daily life even in 

professional field; however, it may be a disadvantage 

sometimes, being a tool for certain crimes like cybercrimes, 

computer intrusion, and credit card fraud and so on, 

necessitating the need for computer security to prevent these 

crimes and computer forensics to investigate these kinds of 

criminal cases.  

Research on digital forensics became prominent in the 

1980s when the pioneer software tools for forensic analysis 

were developed in response to the high demand for 

technological impact during criminal investigations 

(Whitcomb, 2002) [149]. During this period particularly in 

1984, various law enforcement agencies like the FBI began 

to develop programs to examine pieces of evidence digitally 

in forensic laboratories. Following this development for 

effective investigation, a team known as the Computer 

Analysis and Response Team (CART) was set up by the 

FBI and this idea was also incorporated by other law 

enforcement agencies (Noblett et al., 2000) [105]. These early 

computer forensic researches fostered great influence on law 

enforcement agencies as about 48 percent of this law 

enforcement agencies began to have computer forensic 

laboratories to carry out analysis on pieces of evidence and 

not surprising at all, about 68 percent of pieces of evidence 

were analyzed in these laboratories (Whitcomb, 2002) [149]. 

Progressively, in the last two decades, several advancements 

in the technological sector and development of highly 

advanced computer systems have immensely influenced 

various fields including digital forensics.  

The development of these highly advanced specialized 

software tools for digital forensics has improved the crime 

event reconstruction process during onsite forensic 

investigations. This improved reconstruction process 

provides crime event clues from shreds of evidence found at 

a physical crime scene, but a major drawback in this field is 

that law enforcement agencies still lack specific standards 

that govern the examination of these varieties of evidence 

(Pollit, 2010) [112]. However, it vital to emphasize that digital 

forensics is a research area actively advancing even with 

various applications of machine learning algorithms to the 

field. Machine Learning algorithms and Artificial 

Intelligence research began many years ago, but the research 

area remained quite dormant until recent times when 

computing capabilities required to develop highly 

sophisticated machine learning models started becoming 

available (Prerak & Rughani, 2017). Advances are actively 

made on the research area though this depends largely on 

the availability of data. While Grajeda et al., (2017) [65] had 

reviewed 715 cybersecurity and cyber forensics research 

articles from 2010-2015 to find the availability of 351 

datasets for forensic researches, we present in Table 1 the 

descriptions of the datasets used by some of the works 

discussed in this study.  

 
Table 1: Some available research datasets for digital forensics 

 

Dataset Description Source 

Pascal Visual Object 

Challenge (VOC) 2007 [57]. 

9,963 images, containing 24,640 annotated objects with over 20 classes 

of different objects 

Everingham et al. (2007) [57]. 

Used in Christian et al. (no date) 

VOC 2012 
20 classes. The train/val data has 11,530 images containing 27,450 ROI 

annotated objects and 6,929 segmentations. 

Everingham et al., (2010) [58]. 

Used in Joseph et al. (2017) [84]. 

Image Net 2012 [4] 1000 categories and 1.2 million images 
Olga et al. (2015) [106]. Used in 

Joseph et al. (2017) [84]. 
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Public dataset 4,500 images of more than 30,000 license plate characters Rayson et al. (2017) 

MS-COCO 3, 000 images and 80 object categories with multiple objects per image. Surajit et al. (2017) [133] 

ImageNet Room objects 1, 345 images with 12 object categories that can be found in a bedroom Surajit et al. (2017) [133] 

Karina 16 videos of 3 minutes in 7 different rooms containing 40 categories Surajit et al. (2017) [133] 

UCI Glass Identification 214 labeled glass instances with 10 features Jose and Antonio (2016) [11] 

 

There have been traditional tools and techniques that solve 

digital forensic problems. These traditional digital forensic 

tools can be multipurpose in operations, that is, they can 

perform detailed functions such as memory forensic 

analysis, hard drive forensic analysis, forensic image 

exploration, forensic imaging, and mobile forensics. Some 

of the open-source traditional digital forensic tools are 

presented in Table 2.  

 
Table 2: Some open-source traditional digital forensic tools 

 

S. No Tools Usage 

1. Autopsy Analyze hard drives and smartphones 

2 Encrypted Disk Detector Check encrypted physical drives 

3 Wireshark Network capture and analyzer 

4 Magnet RAM Capture Analyze artifacts in memory 

5 Network Miner Network forensic analyzer 

6 NMAP Networks and security auditing 

7 RAM Capturer Dump data from a computer's volatile memory 

8 FAW Acquire web pages for forensic investigation 

9 USB Write Blocker Use the Windows registry to write-block USB devices. 

10 Crowd Response Gather system information for incident response and security engagements. 

11 NFI Defraser Detect full and partial multimedia files in the data streams. 

12 Dumpzilla Extract all interesting information from some browsers 

13 Sleuth Kit Investigate and analyze volume and file systems to find evidence
 

14 CAINE To analyze, investigate and create an actionable report
 

15 Volatility Incident response and malware analysis 

16 The Coroner’s Toolkit Aid analysis of computer disasters and data recovery. 

17 Bulk Extractor To extract useful information for solving cyber crimes 

18 Xplico To extract applications data from internet traffic 

19 USB Historian Gives a list of all USB drives that were plugged into the machine. 

20 SIFT To carry out a detailed forensic analysis or incident response study 

21 Oxygen Forensic Suite To collect evidence from a mobile phone. 

Adapted from Infosec (2020) [78] and GFI (2018) [62] 

 

However, the usages of these traditional tools are most 

effective when applied for a single forensic investigation 

case. On the other hand, most of the available forensic tools 

cannot handle heterogeneous big data which almost all 

current investigative cases deal with. Again, in instances 

where multiple tools are used for a single investigative case, 

it has been found that there has been an inability to cross-

correlate the findings thereby often leading to inefficiencies 

in processing and identifying evidence (Mohammed et al., 

2016). This gap necessitates the engagement in this study to 

systematically extract the state of the art in applying 

machine learning algorithms in developing solutions for 

digital forensics. In this study, we present a systematic 

review of the literature concerning research in machine 

learning-based digital forensics to detect and recognize 

object classes over a wide range of image data using 

findings from publications over 12 years. This paper will 

advance the notion of conducting research by literature and 

making substantial contributions to knowledge through

establishing the state of the art in any research field. 

Building research on existing knowledge and benchmarking 

with previous research is a very essential ingredient in all 

research activities.  

 

2. Methodology 

A systematic review involves analyzing, evaluating, and 

interpreting available research and contributions relevant to 

a particular topic of discussion (Kitchenham, 2004) [85]. 

Though sometimes not so obvious and not widely accepted 

as significant contributions to knowledge by some in the 

core research communities, systematic review and 

evaluation have the potential to contribute significantly to 

knowledge in a chosen domain. Available scientific 

literature in the given domain is usually used in the review. 

There are several approaches and methods of conducting a 

literature review depending on the reasons for undertaking 

the review. Table 3 summarizes some popular approaches 

(Snyder, 2019) [68]. 

 
Table 3: Approaches to literature reviews (Snyder, 2019) [68] 

 

Approach Systematic Semi-systematic Integrative 

Typical purpose Synthesize and compare evidence Overview research area and track development over time Critique and synthesize 

Research questions Specific Broad Narrow or broad 

Search strategy Systematic May or may not be systematic Usually not systematic 

Sample 

characteristics 
Quantitative articles Research articles 

Research articles, books, 

and other published texts 

Analysis and 

evaluation 
Quantitative Qualitative/quantitative Qualitative 

http://www.computersciencejournals.com/ijcai
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Examples of 

contribution 

Evidence of effect 

Inform policy and practice 

State of knowledge, Themes in literature, Historical 

overview, Research agenda, Theoretical model 

Taxonomy or 

classification 

Theoretical model or 

framework 

 

We adopted the systematic search strategy in this study. The 

search was performed using two keywords: “machine 

learning” and “digital forensics” from 2007 – 2019. The 

search engines used were the Association for Computing 

Machinery’s (ACM) Digital Library and Google Scholar. 

While the former returned 82 articles, the later returned 

3170 articles from which we choose the top 18 articles 

sorted by relevance and indexed at Scopus, Science Direct, 

and EBSCOhost. We had a total of 100 articles from both 

search engines including books, periodicals, proceedings, 

theses, and technical reports. The Selection and exclusion 

criteria proposed in Carvalho and Wangenheim (2019) [37] 

were adopted in choosing the literature. For each candidate, 

we find the problem identification and definition, whether 

the work had established the state-of-the-art in the research 

direction; and what gaps and deficiencies were observed in 

previous approaches. We identify the methodologies, tools, 

techniques, and materials adopted, and the justification of 

the choice. Finally, we examine the obtained results and 

how (if) they significantly differ from the expectations. We 

aim to extract the state of the art in different areas of 

machine learning-based digital forensics which we grouped 

into six (6) knowledge areas as follows: Object Detection & 

Video/Audio Forensics; Image Recognition & 

Classification; Printer, Camera & Mobile Device Forensics; 

Computer, Network & Web Forensics; Crime Scene 

Reconstruction; and Reviews).  

 

3. Result and Discussions  

The result of this study is a presentation of a clear research 

direction or advances in machine learning-based digital 

forensics. We observed that while we grouped the reviewed 

works into six (6) knowledge areas (see Table 4), some 

works intersect into another group and there may be no clear 

boundaries in the grouping. For instance, an algorithm used 

in object detection may be useful in image classification. 

Likewise, an algorithm in object detection may be applied in 

a crime scene reconstruction work. The main note is that all 

the investigations in the works applied one machine learning 

algorithm or another in solving the forensic problem in the 

current big data domain.  

 
Table 4: Research advances in machine learning-based digital forensics 

 

Object Detection, 

Video/Audio Forensics 

Image Recognition & 

Classification 

Printer, Camera, & 

Mobile Device 

Forensics 

Computer, Network & 

Web Forensics 

Crime Scene 

Reconstruction 
Reviews 

Platzer et al. (2014) [111] 
Zwanger et al. (2013) 

[153] 

Barmpatsalou et al. 

(2018) [20] 

Tang & Fidge (2010) 

[34] 

Levett et al. (2010) 

[86] 

Luciano et al. 

(2018) [91] 

Shi et al. (2007) [129] 
Bouchaud et al. (2018) 

[27] 
Choi et al. (2010) [42] 

Cuzzocrea & Pirrò 

(2016) [50] 

Mohammed et al. 

(2018) [99] 

Awad et al. (2018) 

[16] 

Al-athamneh et al. (2016) 

[3] 

Brennan et al. (2012) 

[28] 

Wang & Rountev 

(2017) [147] 
Ariu et al. (2011) [14] 

Aron et al. (2016) 

[15] 

Matthew et al. 

(2015) [94] 

Chen et al. (2017) [39] 
Boroumand & Fridrich 

(2016) [26] 

McLaughlin et al. 

(2017) [95] 
Chou et al. (2012) [44] 

Saikia et al. (2017) 

[122] 

Anderson et al. 

(2011) [8] 

Calderara et al. (2009) [34] Loia et al. (2009) [90] Carter (2013) [36] Petrik et al. (2018) [110] Liu et al. (2018) [132]  

Taranta et al. (2016) [135] Tariq et al. (2018) [136] Bondi et al. (2017) [25] 
Sayakkara et al. (2018) 

[125] 

Yang et al. (2016) 

[151] 
 

Thurau et al. (2010) [139] 
Choudhary & Nain 

(2016) [43] 
Sameer (2017) [123] Popov et al. (2018) [113] 

Surajit et al. (2017) 

[133] 
 

Guang et al. (2015) [66] 
Nguyen et al. (2018) 

[104] 

Cozzolino & 

Verdoliva (2020) [49] 
Wang et al. (2018) [146] 

Jose and Antonio 

(2016) [11] 
 

Chunhui et al. (2014) [46] Liu et al. (2011) Amel (2016) [6] 
Michalas et al. (2017) 

[97] 
  

Wang & Zhang (2016) 

[145] 
Bogen et al. (2013) [43] 

Muhammad et al. 

(2017) [101] 

Dhanalakshmi & 

Chellappan (2010) [55] 
  

Huo & Zhu (2019) [75] 
Gloe & Böhme (2010) 

[63] 
 Maiya et al. (2013) [92]   

Bulbule et al. (2019) [33] 
Collomosse et al. 

(2018) [47] 
 

Therdphapiyanak & 

Piromsopa (2013) [137] 
  

Bakas & Naskar (2018) 

[17] 

Michiel & Claudia 

(2014) [98] 
 

Steinebach et al. (2018) 

[132] 
  

Hong-Wei (2015) [73] Steven et al. (2015) [131]  Merkle (2008) [96]   

Christian et al. (no date) 

Joseph et al. (2017) [45, 84]. 
Ren et al. (2017)  

Adarsh & Ajeena 

(2014) [1] 
  

Rayson et al. (2017). Chen (2018) [40]  
Natércia et al. (2018) 

[102] 
  

Felix et al. (2018) [159] Qian et al. (2016) [117]  Carlos et al. (2017) [35]   

Hoo-Chang et al. (2016) 

[74] 
Anda et al. (2018) [7]  Shujun et al. (2018) [130]   

 Moreira & Fechine  Alhawi et al. (2018) [5]   
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(2018) [100] 

 
Sharma et al. (2016) 

[126] 
 

Irvin and Panagiotis 

(2017) [79] 
  

 Brown et al. (2005) [31]     

 Yiyu et al. (2017) [152]     

 

Again, a closer look at the research advances shows that 

there is less concentration on works that focus on the 

Printer, Camera & Mobile Device Forensics as well as on 

the Computer, Network & Web Forensics. However, most 

of the advances show a high concentration on Object 

Detection & Video/Audio Forensics as well as Image 

Recognition & Classification which find most of their 

applications in the Crime Scene Reconstruction domain. 

This section discusses some of the works with the most 

advances (object detection and classification) to examine the 

algorithms applied, the dataset used and the key findings 

from each of the works. Other works in the fewer groups 

were also discussed to achieve the same aim. 

 

3.1 Object detection/Classification  

A comprehensive description and development of a novel 

method for object detection in images using Deep Neural 

Networks were provided by Christian et al. (no date). In the 

research, a machine learning model was developed to 

successfully classify images and localize various object 

positions detected in the image. The research 

comprehensively explains how deep neural networks 

outperformed other classification techniques and it 

presented neural networks as a more powerful and robust 

algorithm suitable for classification problems because of its 

deep architecture. The validity of the approach used in the 

model developed is analyzed by using it on VOC as the test 

dataset. The experiment conducted with the model on this 

dataset utilizes boundary boxes to detect a significant object 

in these test images and its conclusive accuracy is compared 

with three related approaches which include: sliding 

window version of a DNN classifier (Alex et al., 2012), a 3 

layer compositional model by Long et al. (2010) and the 

DPM by Pedro et al. (2010) [109] and Girshick et al. (2013) 

to evaluate the achieved results of the model.  

Hong-Wei (2015) [73] developed a model for crowd analysis 

for digital forensics over video surveillance during the 2015 

Emotion Recognition in the Wild contest. Due to the large 

number of resources required to train the neural networks 

from scratch on a pre-trained deep CNN using a small 

dataset of a static image from movies, the Transfer Learning 

approach was deployed. The pre-trained model was 

originally trained on a large dataset of 1.2 million images 

thereby contributing to the accuracy of the model. The 

overall accuracy of the model after being trained and tested 

on the new dataset for emotion recognition on static images 

is 48.5%, which is quite low and inefficient. A proposed 

solution to this accuracy drawback is the expansion of the 

labeled dataset to a reasonable extent while retraining the 

model. 

An object detection model on digital images, based on a 

novel CNN was developed by Joseph et al. (2017) [84]. The 

architecture of the model involves a single CNN to classify 

boundary boxes of objects in a resized input image of 448 x 

448, unlike other object detection framework that uses a 

sliding window approach which the CNN is applied on 

several spaced locations on the entire image. The model was 

trained on several datasets including VOC 2007 & 2012 and 

ImageNet 2012 [4] thereby making the model generalized on 

several categories of objects. However, this model still has a 

drawback in that it still struggles with a small and clustered 

image like a flock of birds in the sky.  

Similar research based on the YOLO-CNN was conducted 

by Rayson et al. (2017). The researchers developed a real-

time end to end automatic license plate recognition system 

in support of the state-of-the-art YOLO-CNN algorithm for 

object detection. The final layer of the model was trained 

and fine-tuned using a large public dataset. The dataset was 

prepared with three different digital cameras used to take 

photographs of the license plates at different angles, thereby 

preparing a large dataset with a variety of images in terms of 

image quality which contributes to the level of accuracy 

achieved by the model. The experimentation was done using 

the Darknet Framework on GPU due to the computational 

power required to train YOLO on a large dataset. The 

accuracy achieved with the developed model is 78.33%. The 

research model was not created from scratch for object 

detection, they retrained CR-NET, YOLOV2, and Fast 

YOLO which are pre-trained state-of-the-art models for 

object detection (Transfer Learning) and compare their 

results. 

A novel approach for object detection and localization in 

digital images for forensic crime scene investigation was 

developed by Surajit et al. (2017) [133]. Crime scene 

reconstruction starts with the identification of shreds of 

evidence at a crime scene, therefore the research presents a 

Faster Region-based Convolutional Neural Network (R-

CNN) to optimize existing deep learning algorithms for 

object detection. The R-CNN model was pre-trained with 

the MS-COCO dataset. It was tested on two different test 

sets; the ImageNet Room objects and Karina dataset. The 

accuracy of the model turns out to be excellent on the 

ImageNet dataset but low on the Karina dataset due to poor 

image quality of the videos.  

An evaluation and comparison of models design for age 

estimation from facial features extracted from digital images 

and videos was conducted by Felix et al. (2018) [59]. The 

researchers developed a model to support digital forensic 

expert with an automated investigation of images of child 

abuse and child pornography. To solve the prominent 

problem of the non-availability of datasets, they went 

further to develop a dataset generator that creates a 

structured dataset from images contained in various semi-

structured datasets. The comparative analysis compares the 

accuracy of the following machine learning models (online 

and offline) based on their mean absolute error: Amazon 

Recognition (Artificial Neural Network), Deep Expectation, 

DEX (CNN), Kairos (Support Vector Machine, SVM), and 

Microsoft Azure Cognitive Service (Deep Learning).  

Jose and Antonio (2016) [11] proposed research on various 

categories of glasses that could be found shattered or broken 

at a crime scene as a primary source of evidence if a proper 

and accurate identification of these glass types is achieved. 

A dataset from glass identification of the USA Forensic 

Science Service which is available on the University of 

California, Irvine (UCI) repository was used. They 
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performed a comparative analysis of four machine learning 

classification algorithms (Decision Tree, Naïve Bayes, 

Artificial Neural Network, and K-Nearest Neighbours).  

 An image mining system to detect illicit images with 

criminal behaviors for digital forensics was developed by 

Brown et al. (2005) [31]. Using SVM and a Bayesian 

classifier algorithm, the researchers developed a model to 

filter relevant features of images based on grammar queries 

from the user. The model developed was trained to classify 

appropriate and inappropriate images based on clad and 

nude content respectively, using a training set of 214 images 

in three different color spaces to train the SVM model. The 

performance result of the model is quite remarkable 

considering the time of the research with 92% true positive 

results and 79% true negative detection rate, however, 

incorrect classification can be corrected by fine-tuning the 

grammar-based query and feedback feature provided by the 

system for communication with the user.  

A different dimension to digital image forensics was 

introduced by Muhammad et al. (2017) [101] whereby the 

validation of the authenticity of images is conducted 

through the recognition of the particular camera used to take 

the image. A justification for this approach is the 

affordances of a large variety of mobile phones today with 

highly sophisticated cameras and it becomes highly 

expensive in terms of time and computational power to 

carry out digital forensic analysis on a single PC. They 

carried out the source camera identification methodology 

presented on a 6000 image dataset taken by six (6) mobile 

phone cameras using Hadoop for feature extraction and 

Manhout Random Forest Classifier for image classification, 

thereby achieving a very efficient forensic analysis process 

in terms of speed and an accuracy of 85% to 95% across 

various mappers. 

An application of CNN for art painting identification to 

detect copyrighted images used without content provider’s 

permission for commercial purposes was created by Yiyu et 

al. (2017) [152]. The research is an instance of Scale-

Invariant Feature Transform (SIFT); a state-of-art 

handcrafted image descriptor. It deployed an artwork dataset 

of 100 main art images distorted in various forms to expand 

the dataset to 30000 distorted images. The resultant model 

was trained on 25000 distorted images and tested on 5000. 

The model produced a CNN with a 2% test error rate. 

An extensive analysis and evaluation are carried out on 

different CNN architectures on a computer aid detection 

problem for thoracoabdominal lymph node (LN) and 

interstitial lung disease (ILD) detection by Hoo-Chang et al. 

(2016). The Alex Net CNN (seven-layered), Cifar-CNN 

(three-layered) and Google Net CNN (eleven layered) are 

the CNN evaluated in the research. Two major challenges 

using CNN to classify medical images include the 

unavailability of an extensive dataset for training and 

testing. However, they utilize publicly available 

thoracoabdominal lymph node and interstitial lung disease 

image datasets labeled by radiologists, and secondly, CNNs 

are trained on natural images, unlike medical images which 

are 2D or 2.5D images. Pre-trained CNN can still classify 

medical images effectively by using the approach of transfer 

learning which involves fine-tuning the higher layers of 

these CNN. The conclusive accuracy of various CNN 

evaluated in the research creates a state-of-the-art machine 

learning model that can be used to develop high-

performance CAD systems in further research works.  

Francesco et al. (2015) [61] presented a method to prevent 

counterfeit images from being detected by state-of-the-art 

forgery detectors by modifying certain micro-pattern in 

these images. The research developed a strategy for counter-

forensics which overrules the operation of techniques used 

for forgery detection which uses the statistical distribution 

of micro-patterns in images which are optimized through 

high-level filtering and summarized in some image 

descriptor used for the final classification. We review the 

statistical algorithm proposed for counter forensics of 

images or videos which they describe as Greedy Sampling 

Algorithm, they analyzed its efficiency when it has limited 

knowledge or perfect knowledge of the feature used by a 

forgery detection algorithm for classification (genuine or 

not). They propose the success of the research in the paper 

by analyzing the experimental result of the counter-forensics 

algorithm on 100 images; thereby the output images are 

indistinguishable by the forgery detector. However, the 

result is remarkable when the algorithm presented has 

complete knowledge of the feature extraction technique 

used by the detector compared to the limited knowledge 

scenario which consumes more CPU time. 

 

3.2 Fraud detection  

A Naive Bayesian algorithm-based data mining model to 

detect fraudulent transactions was defined by Bhowmik 

(2009) [23]. The researcher reviewed various machine 

learning classification techniques for fraud detection and 

presented a probabilistic supervised learning classification 

technique which considers each instance in the dataset 

independent with certain attribute thereby classifying an 

instance with an unknown class with the highest probability 

given its attribute or features as the most appropriate for the 

problem domain. The model was applied over a dataset for 

detecting fraud in automobile insurance, which consists of a 

training set with 20 instances (3 fraud and 17 legal) with 6 

features for each instance, thereby assigning a new instance 

to a specific class (fraud or legal) with the highest 

probability. The performance of the model was validated 

with a confusion matrix and visualized using the Relative 

Operating Characteristic curve which compares the 

performance of various classifiers reviewed in the research.  

A neural networks-based machine learning model for 

forensic activities on various cases of credit card fraud was 

developed by (Divya et al. 2014) [56]. The model was applied 

over an unlabelled dataset containing a summary of 20000 

active credit cardholders over six months using the Neuroph 

IDE, a neural network framework implemented in Java. In 

addition to credit card fraud forensics, the research aimed to 

demonstrate that neural network models are more robust and 

highly optimized than Naive Bayes, Hidden Markov Model, 

or other classification machine learning algorithms due to 

their multiple layers. Although the classification result is 

quite impressive, the model can still be improved by 

expanding the dataset used and improving the neural 

network by adding more layers.  

 

3.3 Computer and network forensic  

Machine learning techniques were also deployed by Irvin 

and Panagiotis (2017) [79] in identifying and predicting 

protocols carried through a DNS channel to aid network 

forensic analysis thereby reducing the time required for 

identification, analysis, and reconstruction of a network-

related digital crime. The research seeks to improve on the 
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approach used for network forensics due to the lack of an 

existing universally standardized approach to identify 

various network protocols through DNS tunnels; and 

developed a novel approach to identify four protocols 

(HTTP, HTTPS, FTP, and POP3), an extension of previous 

work for two protocols (HTTP and FTP) by (Homem et al., 

2016) [71], using K-Nearest Neighbours, Decision Trees, 

Support Vector Machine and Neural Networks, thereby 

comparing accuracies of these machine learning algorithms 

on the available. However, a collection of a real-world 

summary of DNS tunneling into a single dataset for training 

and testing these machine learning algorithms is an almost 

impossible task, thereby they create a dataset to address this 

problem. The results of the comparative analysis give the 

Multi-layered Neural Network with the highest accuracy 

(95%) while K-Nearest Neighbours taking K as 5 is the least 

accurate (90%). 

Ikuesan et al. (2017) [77] integrated user attribution which 

involves identifying a human user based on specific 

thinking style and behavior on a digital medium into digital 

forensics. Reoccurring patterns of 43 users over network 

traffic were collected, analyzed, and classified into a 

specific thinking style using various machine learning 

algorithms. The decision tree was considered most accurate 

for user attrition with the lowest error rate, thereby 

developing a graphical model with Unified Modelling 

Language to describe its forensic application. However, we 

consider the research not very elaborate as various other 

parameters could be used to identify a user on a digital 

medium like personality trait amongst others.  

 

3.4 Mobile and text forensics  

Homem (2016) [71] presented an architecture for automation 

of digital forensic in mobile and cloud environments to 

ensure the soundness of digital evidence in the judicial 

system and reduce human intervention in the forensic 

investigation of this evidence. The solution presented in this 

research is a technological solution to automate a large 

amount of the entire forensic analysis process. The research 

includes a review of various tools used in the digital 

investigation to improve the efficiency of the process; 

however, these tools still require human expertise. They 

explore four research ideologies for digital forensic 

automation which all sums up to the entire architecture 

presented in the paper. The Life Evidence Information 

Aggregator (LEIA) architecture presented in this research is 

considered a hypervisor-based and a peer-to-peer distributed 

system with a cloud-based backend for digital evidence 

acquisition, however, they develop a prototype for 

experimentation.  

Priyanka and Prashant (2014) [115] developed a data mining 

technique for digital forensic investigations based on the 

Generalised Sequential Pattern algorithm for digital 

forensics; the algorithm is an application of sequence 

mining. A text dataset for forensic investigation is used with 

the algorithm introduced in the research; however, they 

optimize its operation by adding a statistical test analysis 

and the Self-Organizing Kohonen maps (SOM) 

classification technique. SOM is a neural network model 

that is used to map high dimensional input data to a lower-

dimensional space thereby giving a more unsupervised 

learning sequence from textual data used in the paper; it is 

used mostly for clustering and visualization of high 

dimensional data. The accuracy of the data mining 

methodology presented in this paper for digital forensics is 

tested on the data contained in a USB drive and it is 

accuracy is very impressive with 98.3%, which is higher 

than a method used to compare its accuracy in the research. 

Thereby, the research conclusively presents a standardized 

approach for digital forensics using data mining techniques. 

 

3.5 Tools and Frameworks  

A multi-agent-based artificial intelligence system named 

Multi-Agent Digital Investigation toolkit (MADIK) was 

introduced to forensics by Hoelz et al. (2009). The research 

was aimed at reducing the time required to investigate and 

correlate a large number of files on a computer drive that 

can serve as evidence in criminal cases, thereby giving a 

computer forensic examiner a precise direction for its 

analysis. The MADIK system has six intelligent agents 

which perform specific forensic analysis to assist forensic 

experts. This system is used on real forensic data and gives 

a commendable result; however, the system is not 

considered perfect as more intelligent agents can be 

included to improve its performance and reasoning process. 

A generic framework for divergent Deep Learning (DL) 

cognitive computing techniques into Cyber Forensics (CF) 

hereafter referred to as the DLCF Framework was proposed 

by (Kariea et al., 2019) [103]. The authors believed that Deep 

Learning has the potential to help in the fight against 

cybercrime. The research developed a generic DL 

framework that can be integrated into Cyber Forensics (CF) 

to realize effectiveness during a forensic investigation. The 

authors recommended more research towards improving 

their prototype DLCF framework. 

A machine learning-based approach to cyber forensics in an 

Internet of Things (IoT) environment was proposed by 

(Chhabra et al., 2018). The authors first identified size 

constraints as the major limitation to forensic analysis in IoT 

systems and proposed an approach that generally takes the 

size benchmarking into full consideration through the use of 

a Google paradigm. Using open-source tools that support 

scalability and parallel processing, and dataset from the 

Center for Applied Internet Data Analysis (CAIDA), the 

proposed forensic framework was validated and a result 

with 99% sensitivity was obtained from the performance 

metrics of the model.  

Research by Costantini et al. (2019) [48] explored the 

possible application of artificial intelligence and 

computational logic to digital forensic based on the 

automation of evidence analysis through the Answer Set 

Programming (ASP) approach. The research demonstrated 

how significant complex investigations that are difficult to 

solve by human experts and investigators, are expressed as 

optimization problems belonging in many cases to the ℙ or 

ℕℙ complexity classes. Sample ASP programs were 

deployed to define and formalize complex problems to 

demonstrate the formulation of tangible investigative 

hypotheses.  

 

4. Summary of review findings 

Digital forensic involves various tedious processes due to a 

large number of digital devices and data available during 

criminal investigations and various research studies suggest 

ways to mitigate this problem. From the different research 

examined in this study, the CNN model has played a major 

role in forensics research and is still the model of choice in 

real-time object detection. Having essentially explored 
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various works that applied machine learning algorithms and 

techniques to solve problems in digital forensic, we found 

that works on image classification, object detection, crime 

evidence analysis for event reconstruction are prominent in 

the field. As an active research area, the criminal 

investigation requires analysis of a large amount of data 

mostly visual (images and videos) for physical crimes, 

which can be very technical and error-prone when done 

manually, hence the application of the state of the art CNN 

algorithm. CNN and its various deep learning classifier 

variants have become a gold standard for image 

classification, thanks to the large dataset of images explored 

in this study. Table 5 summarizes the algorithms and data 

applied in each of the works validating the fact that CNN is 

the algorithm of choice across the works.  

 
Table 5: Summary of Reviews 

 

Study Aim/Objective Data Settings /Method 

Christian et al. 

(n.d.) 

The development of a machine learning model for 

classifying images 
Pascal VOC 2007[57] Deep Neural Network 

Hong-Wei (2015) 

[73] 
The development of a model for crowd analysis Image Net 2012 [4] Transfer learning 

Joseph et al. 

(2017) [84] 

The development of an object detection model on digital 

images 

Pascal VOC 2007 & 2012, 

Image Net 2012 [57, 4] 
CNN 

Rayson et al. 

(2017) 

The development of a real-time automatic license plate 

number recognition system 

Images of licensed plate 

character 
YOLO-CNN 

Surajit et al. 

(2017) [133] 

The development of a novel approach for object detection 

and localization in digital images for forensic crime scene 

investigation 

MS-COCO, ImageNet Room 

Objects, Karina 

Faster Region-based 

CNN 

Felix et al. (2018) 

[159] 

The development of a model that supports digital forensic 

expert with an automated investigation of images of child 

abuse and child pornography 

A dataset generator ANN, CNN, SVM 

Jose and Antonio 

(2016) [11] 

The development of a model that categorizes shattered or 

broken glasses at a crime scene 

UCI glass identification 

dataset 

Decision Tree, Naive 

Bayes, KNN, and 

ANN 

Brown et al. 

(2005) [31] 

The development of an image mining system that detects 

illicit images with criminal behaviors 

The researcher created a 

dataset of 214 images 
SVM, Naive Bayes 

Muhammad et al. 

(2017) [101] 

The development of a forensic approach for source camera 

identification 

The researcher created a 

dataset of 6000 images 

Mahout Random 

Forest 

Yiyu et al. (2017) 

[152] 

The development of a deep learning model for art painting 

identification to detect copyrighted images 

The Researcher created a 

dataset of 30000 distorted 

images 

CNN 

Hoo-Chang et al. 

(2016) [74] 

Computer-aided detection for thoracoabdominal lymph node 

and interstitial lung disease 

The researcher created a 

dataset from radiologists 
CNN 

Chhabra et al. 

(2018) 

The development of a machine learning-based approach for 

cyber forensic approach in an IoT environment 
Dataset from CAIDA Google paradigm 

Bhowmik (2009) 

[23] 

The development of a data mining model for the detection 

of fraudulent transactions 

Fraud detection dataset with 

20 instances 
Naïve Bayes 

Divya et al. 

(2014) [56] 

The development of a deep learning model for analyzing the 

cases of credit card fraud 

A dataset of 20000 active 

credit cardholders over six 

months 

Neural Network 

Irvin & Panagiotis 

(2017) [79] 

The improvement on the approach used for network 

forensics 

The researcher created a 

dataset of DNS tunneling 

KNN, Decision Trees, 

SVM, Neural 

Networks 

 

As identified in Banumathi and Chandra (2017) [19], the 

various types of deep learning classifiers which include 

Recurrent Neural Network (RNN), Restricted Boltzmann 

Machines (RBM), Deep Belief Network (DBN), Deep 

Convex Nets (DCN), Deep Neural Networks (DNN), Deep 

Auto Encoder, and Deep Stacking Network (DSN) should 

be the go-to algorithms for any machine learning-based 

digital forensics investigation involving object detection, 

image classification, and crime scene reconstruction. 

Although other algorithms like SVM, Decision Trees, 

Random Forest, and Naïve Bayes are applied in the works 

on the other knowledge areas (Printer, Camera, & Mobile 

Device Forensics; and Computer, Network & Web 

Forensics); CNN still played significant roles in them.  

 

5. Conclusion 

We have established in this systematic review that machine 

learning, a branch of artificial intelligence gives machines or 

computers the ability to learn from an existing dataset and 

utilize this experience on new data items to make 

predictions and decisions based on data patterns learned 

during the training stage. We have highlighted various 

extensive researches in the areas of object recognition and 

classification with several approaches from trivia to 

complex in this study. This study has established that the 

state-of-the-art algorithm in machine learning-based digital 

forensics is the CNN algorithm and its various deep learning 

classifier types. All the reviewed works validate the finding 

and show that there are no significant differences from the 

expectation of CNN as the state-of-the-art algorithm for 

digital forensics.  
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