International Journal of Computing and Artificial Intelligence 2025; 6(1): 246-256

International Journal of

Computing and Artificial Intelligence

E-ISSN: 2707-658X
P-ISSN: 2707-6571

www.computersciencejournals.

com/ijcai

IJCAI 2025; 6(1): 246-256
Received: 19-03-2025
Accepted: 21-04-2025

Jaspreet Singh

Department of Computer
Science & Engineering,
Punjabi University, Patiala,
Punjab, India

Madan Lal

Department of Computer
Science & Engineering,
Punjabi University, Patiala,
Punjab, India

Kanwal Preet Singh Attwal
Department of Computer
Science & Engineering,
Punjabi University, Patiala,
Punjab, India

Corresponding Author:
Jaspreet Singh

Department of Computer
Science & Engineering,
Punjabi University, Patiala,
Punjab, India

Deep learning techniques for deep fake identification:
A review

Jaspreet Singh, Madan Lal and Kanwal Preet Singh Attwal

DOI: https://www.doi.org/10.33545/27076571.2025.v6.i1d.159

Abstract

Deep learning has been a hugely successful approach which is utilized in a wide diversity of domains
such as Natural Language Processing, Computer Vision, and Machine Learning One of the most
controversial applications of Deep Learning is the creation of Deep fakes-synthetically generated
videos that closely mimic real individuals, often making the transition from genuine to fabricated
footage virtually undetectable to the human eye. To deal with Deep fakes, numerous deep learning-
based techniques have been developed to detect such manipulations. This paper presents a
comprehensive analysis of deep fake generation and detection systems, emphasizing learning-based
approaches. The study provides an in-depth review of the latest detection methods, highlighting their
respective strengths and limitations. Furthermore, we examine state-of-the-art techniques used to
identify Deep fakes in social media content, positioning our analysis as a valuable resource for
academic research. By detailing the most recent methodologies and datasets, this work facilitates
meaningful comparisons with prior studies and advances understanding in the rapidly evolving field of
deep fake detection.
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Introduction

Deep fake videos have become much more widespread on social media due to the fact that
deep fake technology is now more accessible. Deep fakes are pieces of digital media that
have been altered so that another person's face is inserted into them instead of the original
one. This is usually the case with photos or films. The fear of this technology is rapidly
growing in today's society. A lot of politicians are targeted by Deep fakes when rumors are
spread about them or their face is swapped in nude photos or videos I 231, In 2018, a fake
video of Barack Obama circulated that included statements he never made . During the
2020 U.S. election, Deep fakes of Joe Biden were circulated in which his jaw was made to
look like it was sticking out. By lying especially on social networks, this type of Deep fake,
which is intended for malevolent purposes, dangers greatly to be a societal sickness, caused
by the disjoint reality that is their truth.

Growing deep learning techniques that are known as generative adversarial networks
(GANS) B can provide society with the manipulation to blend the authentic and fake slipped
together in surface textures and shadows, which are undetectable by humans. The models are
brought to the task of creating synthetic media after being trained on datasets. Consequently,
Deep fake photos and videos that have been generated are more real-life-like and have bigger
chances of persuading the bigger dataset. Through streaming or posting online, presidents
and Hollywood celebrities' videos are too easily shared on social media, making fake footage
so real-looking that its spread can have a significant influence on society in the form of
rumors and misinformation. Deep fake images and videos are now increasingly found on
social media platforms; hence, it is quite imperative to identify them. The companies
involved include Facebook, Google, and the U.S. Defense Advanced Research Projects
Agency (DARPA), which have initiated projects toward deep fake detection and prevention
in order to help the study in this area [® 1. Deep learning methods, one of which are LSTMs,
the other RNNs, and even a combination of them, have been developed primarily to identify
the fake imagery generated and spur research in the field of Deep fake development. From
the perspective of recent studies, deep neural networks have shown their amazing
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ability of detecting social media posts that are either rumors
or unauthorized information [& 9 10. 111,

This paper uncovers a multifaceted examination of deep
fake detection applying deep learning techniques including
long short-term memory (LSTM), convolutional neural
networks (CNN), and recurrent neural networks (RNN). By
means of: 1) a painless context of cutting-edge science, 2) a
database review in this discipline, and 3) the exposure of
limitations prevailing methodologies along with certain
possible solutions, this survey is expected to be the best in
the hand of the researchers. The following are the summary
of the contributions of this survey:

e This paper offers a complete analysis of the limitations
of the artificial intelligence methods currently utilized
for Deep fake detection.

e We go through various obstacles researchers face in this
field and suggest possible line of investigations.

e We accumulate and demonstrate all the annotated
datasets that are available for the research on Deep fake
detection.

The remainder of the paper is arranged like this: First, a

related work review follows in Section 2, then advanced

Deep fake production and detection processes are explained

in Section 3, afterwards public datasets especially used for

the Deep fake industry are demonstrated in Section 4. The
study comes to an end in Section 6 after a review of the
issues and challenges faced by this area is expressed in

Section 5.

2. Overview of Existing Research

2.1 Basic Structure and Function of ANNs

The basic concept of artificial neural networks (ANNS) is
derived, among other things, from the way our brain works.
The structure of artificial networks is illustrated in Figure 1.
Neural networks, whose structure is multistoreyed, consist
of one input layer, at least one hidden layer, and an output
layer. A neural network is a tool that is used to turn a group
of input values into an input 2, The skill of neural
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networks is the prediction and classification of the
information into already given types of values.

The input layer, being the first in a neural network, outputs
input data to the next layer 131, The input parameters in our
case are x1, x2, x3, and x4. A collection of interconnected
components called the second layer's hidden layers
constitute artificial neurons (or nodes). The neurons' edges
illustrate their connections with each other and ways of
sending and receiving signals at different levels. Each
connection is assigned a specific weight, which determines
the degree of relation between the two nodes. Three neurons
form the initial layer of our network, whereas four neurons
constitute the second one. Each neuron gets inputs and a
bias value from the previous layer. A bias value of 1 is also
added as an extra value. The learning equations (Equations
(1) and (2)) can be interpreted as the n weight values that a
neuron will have if it has n inputs;

Z= W, +XW, +x3wy e 4xw, +bhx 1

Output layer, which is the third layer, is responsible for
predicting the output values y1, y2, and y3 by using the
information obtained from the previous layer. In order to
reduce the error and predict the output values, the learning
and forecasting process is focused on adapting the
connection weights between those units. Neural networks
are using activation functions to determine the output values

z=2,-, x,w,+ b of the model. The objective of

an activation function is to minimize the range of value. In
neural networks, activation functions (3), (4), and (5) are
mostly the ones that are the most used.

1

sigmoid(z) = 1+exp(-z)

Input Values

x1

x2

x3

x4

Input Layer

Hidden Layer

Output Values

yl

y2

y3

Output Layer

Fig 1: Artificial neural networks architecture (ANNS)
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tanh(z) = P

RelLU(z) = Max (0,z)

The sigmoid function (Equation (3) is commonly
implemented because it transforms input values to a range in

between [0, 1]. As the tanh function (Equation (4)) exhibits
this behavior, where the output falls between [-1, 1] rather
than [0, 1], it is zero-centered. If the input values are
positive, the non-linear Rectified Linear Unit (ReLU)
function (Equation (5)) will output the values directly,
otherwise it outputs zero. Due to its computational
simplicity and faster training time, ReLU has replaced other
activation functions as a default in many neural network
applications.
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A neural network receives the input values just to be able to
anticipate the desired output. We call this technique of
introspection, forward propagation. Each hidden layer in
forward propagation is an instance where an input
representation of the previous layer is delivered to it. The
damaged layer processes the input, exploits the transfer
function, and produces the output. Besides, back
propagation is the inverse method, which can be
implemented to refine the network's parameters with the
result that a model can accurately predict the output.
Stochastic gradient descent is a technique used to minimize
the error or cost to achieve this.

2.2 Deep Learning

A machine learning technique called deep learning is
predicated on the neural network concept 1> 2 "Deep," the
expression in deep learning here is the use of many hidden
layers in the network. Deep learning architectures, which
borrow their patterns from artificial neural networks, make
use of altogether finite fixed-size hidden layers to pull out
deeper information from raw input data. The number of
hidden layers depends on the complexity of the training data
(1, More hidden layers are added for covering more intricate
data which is the source of proper results. In the last few
years, deep learning has been successfully used in many
different areas, such as natural language processing,
computer vision, audio processing, and machine translation.
Deep learning overcomes traditional machine learning
algorithms in many fields that produce research and
development using these methods. Deep fakes are also one
of the areas in which it has shown a lot of potentials. The
literature has demonstrated several techniques based on
deep learning, among which are 1) CNN's, 2) RNN's, and 3)
LSTM, the Long Short-Term Memory (LSTM). These
methods will be the foundation of deep fake detection and
we will give a brief explanation in the sections that follow.

2.2.1 Convolutional Neural Network (CNN)
Convolutional neural networks (CNN) are the most
preferred deep neural network model. CNN, like neural
networks, has one or more hidden layers besides input and
output layers.The data that come to a CNN's **! input layer
go first through the hidden layers. Then, these layers
perform a convolution operation on this data. This
convolution operation is carried out by matrix multiplication
or some similar dot product. The CNN after obtaining the
result of the matrix multiplication makes use of a non-linear
activation function, such as the Rectified Linear Unit
(RELU). Further, other layers that follow such as pooling
layers are added. Pooling layers are mainly used to calculate
outputs by applying such functions as max pooling and
average pooling which remove the redundancy of the data.

2.2.2. Recurrent Neural Network (RNN): A Recurrent
Neural Network (RNN) is another type of artificial neural
network engineered to extract features from sequential input
1181 An artificial neural network (ANN) has multiple hidden
layers, each layer having its own weights and biases just like
other neural networks. Thanks to the directed cycle created
by the connections between the nodes in an RNN, sequential
data processing becomes a reality. However, the availability
of temporal dynamic behavior by RNNSs is one of the pros.
In contrast with FFNs, RNNs internal memory is also a
component through which they store data relevant to
previous inputs. As a result, RNNs are widely used in
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speech recognition and natural language processing. A
recurrent hidden state that records the dependencies of the
sequences at different time scales is integrated into RNNs
for the temporal sequence 171,

2.2.3. Long Short-Term Memory (LSTM): A recurrent
neural network (RNN) of the type LSTM ['8 19 (Long Short-
Term Memory) is designed to be effective in dealing with
long-term dependencies. The feedback that the unit can
make use of enables it to remember sequences of data
completely. The LSTMs are widely used in many time
series applications including processing, prediction, and
classification. The conventional LSTM design has three
main components: The action of input, forget, and output
gates are the first three things that are happening. It is the
earlier Information that is being retained by the cell state
that acts as long-term memory. The input gate allows only
those values to be fed into the cell state that are managed.
The forget gate is a binary classifier that marks the input
data for removal with the application of the sigmoid
function which has a range of [0, 1]. The output gate decides
which data from the current state should be forwarded to the
next stage.

3. Deep fake Generation and Detection: Deep fake
technology with the use of Generative Adversarial Networks
(GANSs) makes it possible to create photos or videos that
look real but are fake. At first, this section gives a short
description of the current instruments and applications for
generating the illusion of being real and the art of
fabricating videos and images. Next, to cope with and
reduce this problem we consider different deep learning-
based deception methods.

3.1 Deep fake Generation: A deep neural network that is
commonly used in the creation of Deep fakes is called a
Generative Adversarial Network (GAN). One of the
advantages of GANS lies in their ability to be trained on a
dataset and later on, they can present totally new images
with similar characteristics and analogies. The GANs, for
instance, can construct a "fake" image or video of a person
“occupying” a “real” space . GAN's basic architecture
consists of an encoder of two parts and a decoder. An
encoder is a part of the process which means first, it is
trained on a few of the exemplary datasets. This will lead to
the generation of the non-genuine data. Afterward, the
decoder then can tell between false and real data.
Nevertheless, a considerable number of data (different
images and videos) are to be used for this model to be able
to generate outputs that are not fake. In Figure 2, the GAN
architecture is shown. In order to produce a fake sample, the
encoder is fed random pixels as inputs. The fakes are
presented to a decoder to train it as well. Through the use of
a differentiation SoftMax function, the decoder plays a
classifier that distinguishes cubes of green and white ones to
the given input besides real and fake ones.

Over the past couple of years, many deep fake applications
have been popping up. FakeApp was the first and most
successful one so far for face-swapping with Deep fakes.
The autoencoder-decoder model is employed in this user-
generated software on Reddit to interchange faces in videos
[20. 21 FakeApp processes latent features of the human face
photographs via an autoencoder and generates face-like
features that the decoder then needs to make recognizable,
in a way that is essentially the same luckily as in GANSs. It is
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a simple method but is very effective and often the produced
fake videos are so lifelike that it is a real challenge for the
viewers to tell the difference. VGGFace is a product of the
deep fake method that gains a lot of popularity, it is
developed on a GAN basis.Adversarial loss and perceptual
loss are the two additional elements of the VGGFace [
network design. To obtain the potential impact of latent
factors of face images such as eye movements for the
synthesis of more believable fake images, these layers are
added to the autoencoder-decoder structure.

https://www.computersciencejournals.com/ijcai

CycleGAN 2 js a Deep fake technique that employs the
GAN architecture to obtain the features of one image and
then construct another one with the same characteristics.
This approach, by employing a cycle loss function,
facilitates learning the latent features of the model. In
comparison to FakeApp, CycleGAN is an unsupervised
method that can do image-to-image translation without the
need for paired examples. The model, in a different manner,
learns the characteristics of the set of source and target
images that are not always interconnected.

Inputs

i

Real Samples

[

Fake Samples

Is Sample Real?
Yes

= Decoder

No

Fig 2: GNA Design

3.2 Deep fake Detection

The contributions of deep learning to deep fake detection
have been tremendous to date. The next section talks about
video detection models after analyzing image detection
algorithms that are based on deep learning techniques.

3.2.1 Image Detection Models

Deep learning networks have been exploited in several ways
to develop techniques used in the detection of GAN images.
Tariq et al. ?*l developed and implemented neural network-
based methods for fake GAN movies detection. Moreover,
this model lessens the probability of human-created fake
face photos by processing the images statistically using
preprocessing techniques 2°1. Correspondingly, Nhu et al.
281 proposed the use of a deep convolutional neural
network-based approach to identify fake images, which are
the creation of GANs. The model starts with the acquisition
of the potential features related to real/fake image detection
from a deep learning network in the first instance and then
these features are fine-tuned to perform image
authentication. A few strategies have obtained good results
with the data from competition validation.

However, the problem of the lack of generalizability of the
forensic models is only considered as a minor issue in many
studies to date. In other words, they usually do the same
thing, which is they train and test with the same type of
dataset. A solution was presented by Xuan et al. 1 who
developed a forensic convolutional neural network (CNN)
to solve such problems that detect fake human pictures
through the combination of two image preprocessing
techniques; Gaussian Blur and Gaussian Noise. The idea of
this model lies in either how to solve high-standard pixel

noise at the statistics level or eliminate errors in GAN-
generated images for these preprocessing techniques. It tells
the difference between a real photograph and a fake one
because the fake one has pixel-level indicators that are real
in low stats but give too much-constant noise in a high-
frequency domain. The data acquired during actual imagery
operations is one of the best relevant training sets that allow
the classifier to see and recognize not only realistic but also
fake surfaces appearing similar to real examples. The
model's capability of identifying fake images was verified
via the uncompromising results of the tests. Moreover, the
technology is advanced further by the creation of hybrid
methods besides the traditional deep fake detection models
which makes it easier to identify fraudulent images 28 29301,
Thus, a two-stream network for the detection of face
manipulation was suggested by Zhou and colleagues. et al.
291 (see Figure 3). In the face classification stream, the
network uses the GoogleNet 3 as its algorithm. It provides
the learners with both real and fake images to train the
model in face classification. In addition, the patch triplet
stream captures local noise leftovers and the camera's basic
properties, by examining the features with a steganalysis
module.

The findings prove that this approach can effectively work
the network to be able to tell a real photo from a fake one.A
couple of other methods have been investigated as a hybrid
technique of detecting deep fake images %, Generating the
fake images first and then capturing the variation between
real and fake images, this method is based on a paired
learning model of the quite popular fake feature network
(CFFN) which was invented by the GANS.
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Fig 3: Two-stream neural networks.

Through the evaluation process, it becomes evident that this
method is the best one above the currently available fake
image detection models.

3.2.2 Video Detection Models

Deep learning techniques have been shown to be effective in
detecting fake photos in recent years. On the other hand, due
to video compression, this leads to a huge loss of frame
information and thus, the techniques cannot be directly
applied to the detection of deep fake videos [¥2 33 The
earlier work of detecting deep fake videos is split into two
major categories in the subsections below: biological signal
analysis and the study of temporal and spatial elements.

1) Biological Singles Analysis

Yuezun Li B4 presented a brand-new method for identifying
films with false faces that uses neural networks. This
strategy, in contrast to other ones, concentrates on eye
blinking, a crucial physical characteristic that can aid in
identifying phony videos. This is accomplished by
combining a recurrent neural network (RNN) and a
convolutional neural network (CNN) to record physiological
data like blinking and eye movement. After that, the model
uses a binary classifier to identify whether the eyes are open
or closed. An eye-blinking dataset, especially collected from
the internet, was used to test this method. The eye-blinking
dataset, created especially for eye-blinking detection, is the
first of its type. The outcomes of the experiment show how
well this method works to detect phony videos.

In addition, other bodily cues, such as heartbeats, have been
identified as reliable indicators for distinguishing between
artifacts. A Generative Adversarial Network (GAN)-based
algorithm, for instance, was put forward by Ciftci et al. [,
which is applicable to the analysis of Deep fake video
origins caused by the along-initially ‘heartbeat.’ In the
presence of the authentic video as the input, the model
proposed by the authors consists of several detector
networks. Subsequently, a pair of real and false films is the
input for the registration layer. It makes use of biometric
signals and face regions of interest (ROIs) in order to
generate photoplethysmogram (PPG) images. A face
detector was also used to obtain multiple faces from these
spatiotemporal windows, which are referred to as PPG cells.
At the last layer of the architecture, the model makes the
decision whether the obtained video is genuine or
manipulated. The accuracy of the model to distinguish

between Deep fakes according to the results of several
publicly accessible datasets was 97.3%.

Some earlier studies have demonstrated that there is a
significant association between the different audio-visual
modalities of the same sample together with biological
signals. [36 37. 38.39. 401 " Mittal et al. have designed a deep
learning framework for detecting Deep fakes in multimedia
content. 4, The focus of the model is on the analysis and
comprehension of the audio and video modalities and their
mutual interaction. To do this, the model at once obtains
speech and facial modalities via a Siamese network-based
architecture. For the audio data, pyAudioAnalysis and for
the visual data, Open Face are the modality representation
networks that are used for the vector representation to come
to a conclusion of whether the video is real or hoax. Finally,
the triplet loss function is used to measure the degree of
similarity between the real and fake videos. The Deep fake
TIMIT dataset 2 together with the DFDC 3, the two deep
fake detection benchmark datasets, was used as test sets for
this technique. In the DF-TIMIT dataset, the accuracy was
96.6% and in the DFDC dataset, it was 84.4%.

2) Spatial and Temporal Features Analysis

Deep fake detection is mainly based on analyzing face
images from a video, which is not the most suitable method
for detecting fake ones, but only a single still image. The
frame-level attributes are the possible areas in which video
manipulation can take effect. The key fact that has been
proven by research is that temporal changes between frames
have proved to be an efficient method of distinguishing
Deep fakes from real videos. This paper [ described a time-
perception based approach the authors took in order to do
deep fake detection. Firstly, the model derived features from
face frames using a CNN then added them to LSTM so that
the controlling aspect of time is guaranteed and face
alteration detection is conducted between frames. Finally, a
softmax function is applied to discover whether the video is
genuine or not. The overview of the model is displayed in
Figure 4. A total of 600 videos were taken from a variety of
websites for final evaluation. The display of the model's
deep fake detection ability is evidenced by the test results.
Bansal et al. 1 unveiled the Recycle-GAN method, which
brings about the conversion between spatial and temporal
data on the conditional generative adversarial networks and
makes it based on the previous Cycle-GAN version 4, The
results from the assessment show that using spatiotemporal
restrictions result in better performance. Sabir et al. [
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came up with a novel concept of a convolutional network
with recurrent capabilities and applied it in this experiment.
The process has two stages: first, face processing and
second, face manipulation detection. A Spatial Transformer
Network (STN) is enlisted to perform face cropping and

https://www.computersciencejournals.com/ijcai

alignment in the processing step. The recurrent
convolutional network not only detects manipulations on the
face through a single frame but also tracks temporal
information across frames. See Figure 5 for reference.

Input Sequence

CNN | LSTM

Detection |
Networks

——Real/Fake

Fig 4: Convolutional neural network for analysis of temporal and spatial features.

-

Input sequence Face Preprocessing

Face detection,
1 croping,
alingment

-

4 Manupulation Data )
Frame 1l
—] CNN || RNN
CNN FRake/
eal
Framen
— CNN —| RNN —}
- J

Fig 5: The suggested approach consists of two steps. Face detection, cropping, and alignment are the initial steps. The detection of
manipulation is the second step.

Face Forensics++ dataset of public accessibility is employed
to evaluate the proposed methodology ®71. In comparison,
the outcomes indicate that the model with respect to the
model has state-of-the-art performance.

4. Public Datasets

That Are Available besides the above four, there are five
additional deep fake detection datasets that are publicly
available: 1) DeeperForensics-1.0, 2) Face Forensics++ in
version 2; 3) DF40; 4) Celeb-DF; 5) The Eye-Blinking
Dataset; 6) 100K-Faces. The relevant information about
these datasets, such as their properties and the download
URLs, are aggregated in Table 2 in the form of a brief
description of the

4.1 DeeperForensics-1.0

DeeperForensics-1.0, made by Jiang et al. (8 represents
genuine deep fake utilization by giving a huge video dataset
with controlled conditions such as the illumination,
compression, and adversarial attacks. This dataset was
specifically used to test the detection systems' compliance in
different episodes.

4.2 Face Forensics++

However, Face Forensics++ is a database of movies that
have been changed through different face modification
techniques. It was Rossler and others [*°1 that introduced the
dataset to the public. It is common for deep fake detecting
methods to be compared to the above fakes, which include
both real and manipulated videos. YouTube videos were

collected and processed using algorithms such as Face Swap
and Deep fakes that modified the faces.

4.3 DF40

One of the most comprehensive sets of deep fake generation
methods, namely, the DF40 dataset, consists of 40 different
datasets Y. This system was designed to replicate several
types of forgery including full-frame synthetic pictorial
synthesis and facial exchange work. This has been one of
the main factors in the development of systems for useful
detection.

4.4 Celeb-DF

Celeb-DF has been enhanced by including a wider range of
and more authentic examples, thus to fix the weaknesses of
the old Deep fake datasets 2. With more than five thousand
videos of different and very good-quality material, the
established dataset incorporates better face alignment and
smoother blending than its predecessors.

4.5 The Eye-Blinking Dataset

The eye-blinking detection has not been addressed by the
dataset that is currently available. The eye-blinking datasets,
created specifically for this purpose, were made public by Li
et al. B4, This dataset includes 50 films and conversations
with each individual that run roughly 30 seconds and
include at least one instance of eye blinking. The author
then marks each video clip's left and right eye states using
their own tools.
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Dataset Type Link
DeeperForensics-1.0 Videos https://github.com/EndlessSora/DeeperForensics-1.0
Face Forensics++ Videos https://github.com/ondyari/Face Forensics
DF40 Images and Videos https://ar5iv.labs.arxiv.org/html/2406.13495
Celeb-DF Videos https://github.com/yuezunli/celeb-Deep fake forensics
The Eye-Blinking Dataset Videos http://www.cs.albany.edu/%E2%88%BClsw/downloads.html
100K-Faces Images https://generated.photos/
4.6 100K-Faces: The 100K-Faces 3, a well-known technologies is unclear, though, particularly in terms of
publicly available dataset, is composed of 100,000 robustness and computing complexity. Only a few surveys
automatic human photos created with StyleGAN B9, Also, explore how detection techniques are actually used in real-
StyleGAN was used to create pictures with a flat world situations. Furthermore, only a small number of these
background from a big set that included more than 20,000 polls deal with the detection of deep fake movies, whereas
images from 69 different models. the bulk focus on the detection of false photos. Since these
detectors frequently do not attain comparable performance
5. Comparative Analysis of Prior Studies in real-time applications, the accuracy results provided in
5.1 Overview of Related Works in Deep fake Detection many studies are generally unduly optimistic.
Similar approaches are used in several recent surveys that We can see below several main findings that are
concentrate on how resilient detection methods are to supplementary to the research of studies on various
possible attacks. The effectiveness of various detection methodologies and repositories for detecting Deep fakes.
,3:)‘. Author(s) Method Dataset(s) Dastiz::et Media Type Strengths Limitations A?f:r;tcy
. Co-occurrence Not specified Simple and effective Limited tq specific
1 Nataray 9}1?" matrices for texture (synthé)tic GAN Npt_ Images for Féetecting GAN- GAN archlt_ectures; Npt_
(2019) analysis images) specified generated images Ie.ss effective on | specified
diverse datasets
Wang et al. C!\I.N-b.ased . CelebA, custom . Robust to vario.us a dh\f:rz/c];ﬂ IGVXtGS'
2 (2020) & classification with | GAN-generated | 1M images| Images | GAN models; high requires large T | 99.5%
data augmentatio-n dataset generalizability o
training data
Hsu et al. (2018) | CNN for fake face Custom wild Not Effective inreal- | . Lm."t?d dat_a§et
3 el detection dataset specified Images world scenarios diversity; sensitive o]~ 85%
image quality
. Recurrent Neural Captures temporal | High computational
4 Gera & [[Z,]e'p Networks (RNN) Custom Deep fake Npt_ Videos ir?consistenfies gost; Iinpw)ited to Nf)t.
(2018) with CNN features videos specified effectively specific video types specified
Fails with high-

5 Li & Lyu (2018) | Face warping artifact [Custom Deep fake Not Video Detects subtle spatial quality Deep Not
B detection dataset specified artifacts fakessensitive to | specified

compress- ion
Requires clear head

Yang et al. (2019)| Inconsistent head |Custom Deep fake| Not . Robust to facial pose visibility; less 0
6 110] ; s Video . : ; 89%
pose analysis dataset specified manipulatio-ns effective on low-
resolution videos
. . Limited to specific
7 Marraetal. |CNN-based detection di?;:s':tl ?éeﬁﬁ_ Not Images Effective for social GAN models; 90%
(2018) (14 of GAN images specified g media contexts sensitive to image 0
generated) .
compress-ion
8 Tariq et al. (2018)(CNN for machine and] Custom wild Not | Handles both Limited dataset size; o
124] ) o mage |synthetic and human- L - 92%
human-created fakes dataset specified . sensitive to noise
edited fakes
Improved ;
9 Hsu et al. (2020) | Pairwise learning |Custom Deep fake| Not Images generalization irigrt:;pi)\%?trfn:ilrlgs 87%
(301 with CNN dataset specified g through pairwise IVE, Teq 0
- paired data
comparison
Lightweight and fast;| Less effective on
Afchar et al. MesoNet (compact |[Custom Deep fake Not - - OO T 0
10 (2018) 3 CNN) video dataset specified Video |suitable for .reaI time| high-quality Deep 95%
detection fakes
Li et al. (2018) Eye blinking Custom Deep fake| Not . Highly specific to Fails If eye region is
11 [34] . e Video - . obscured or 92%
detection dataset specified biological cues -
manipulat-ed
- Biological signal Novel use of Requires high-quality|
12 Ciftci et[fg:' analysis (heart rate Custom Deep fake Npt_ Video physiologic-al video; sensitive to 90%
(2020) . dataset specified . -
residuals) signals noise
13 Mittal et al. Audio-visual Deep | Custom audio- Not Audio + [Multimodal approach t'c;?nh f:)mpgtﬁ:;??eﬂ 93%
(2020) (1 fake detection visual dataset | specified Video improves robustness d piexity, fim ?
ataset diversity
Sabir et al. (2019) Recurrent Effective for face Sensitive to
14 [46] convolutional Face Forensics++|~1M frames|  Video manipulation compress-ion; 96%
networks detection requires large
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datasets
Comprehensive
. dataset; robust to Limited to known
15 | Rossler 6[57{]1" CNN-based detection) -, .o porensics++ [~1M frames| ™398 * multiple manipulat-ion 98%
(2019) (Face Forensics++) Videos ) -
manipulation methods
techniques
16 Liet a[L.A](2023) CNN + RNN (Eye Celeb-DF, FF++ ~E_3,000 Video Detects temporal eye| Fails Wlth high- 89.5%
Blink) videos patterns quality fakes
Masi et al. (2022)| Lip-sync + Audio- 100,000+ Audio + Works on audio- Needs clear voice 0
17 [55] Visual Transformer [PFPC: VOXCelebl = g Video video mismatch track 92.3%
Chugh etal. | Vision Transformer 10,000+ . Captures spatial + . . 0
18 (2022) 159 (ViT) FF++, DFD Videos Video temporal features High computati-on | 94.8%
Verdoliva Image Forensics + ~5,000 Good for compressed| Limited to visual-
' i 0,
B (2021) 1 Frequency Analysis FRes videos Image/Video videos only data 86.7%
20 Sabir Et[ﬁalf (2023)| Multi-stream CNN- Celeb-DF, FF++ 1_2,000 Video Uses temporal Training time is high| 91.2%
LSTM videos sequence
. Provides a structured
Tharindu re\ﬁgvn\:%:(ep:;sgge Various public Not analysis of state-of- | Lacks experime-ntal Not
21 | Fernando et al. f . P P e Image, Video| the-art methods and evaluation of -
58] ake generation and datasets specified A applicable
(2025) detection methods their implications on methods
face biometrics
Survey on evolution Highlights the Does not provide
29 Ping Liu etal. |from single-modal to Multiole datasets Not Image. Video transition to multi- uantitaﬁe-ve Not
(2024) B9 multi-modal facial P specified ge, modal detection g ._.|applicable
. performa-nce metrics
Deep fake detection approaches
Offers a unified
Systematization of framework
23 Binh M. Le et al. |Knowledge (SoK) on| 16 detectors Not Image. Video categorizin--g Focuses primarily on|  Not
(2024) [0l facial Deep fake evaluated specified ge. detectors and facial Deep fakes | specified
detectors assessing their
generalizabi-lity
Florinel-Alin | Review of detection A . - .
. - . . Not Image, Highlights emerging | Existing models fail Not
24 | Croitoru et al. in generative Al | Multiple datasets o . . o
(2024) [s1 (GANs, NERFs) specified [Video, Audio| threats and methods on new types specified
. Experimental
25 Xixi **[22](2025) comparison of Various datasets Npt_ Image, Video Compares Cross- Low performanc_e on Ngt_
; specified dataset generalization| unseen forgeries | specified
detection models
Liang Yu Gong &| Survey on datasets Not Summarizes existing | Lacks analysis depth Not
26 [Xue Jun Li (2024) and detection Multiple datasets - Image, Video| datasets and model on detection o
[63] . specified . specified
algorithms types technique-s
Dennis Lucky | Review of image- Not Discusses techniques Does not cover full Not
27 | Tuanwi Bale et |based detection from| Various datasets - Image, Video| applied to extracted | . - o
[64] . specified - \video-based detection| specified
al. (2024) video video frames
: Review of detection Covers trends, .
28 Slg?h(gg;g)h[aeg et techniques and Multiple datasets s e’\(l:?ftie q Image, Video methods, and ,:?fgsr?nie-mzeesmgr?crs a 'I\:ggble
) challenges P research gaps P PP
Review of ML and Highlights machine
Gourav Gupta et .y . Not . . . | No accuracy values Not
29 al. (2024) 59 fuglon pased Various datasets specified Image, Video| learning and hybrid reported specified
etection systems
Lo . 45h video
Nuria Alina | Evaluation on Deep Eual. ' Real-world Mo
30 | Chandraetal. fake-Eval-2024 Deep ;%IZZ Eval 5.6'5h . Image, .| benchmark showing Detectors drop ~50% 50%
[67] audio,1,975|Video, Audio o performa--nce
(2025) benchmark images generalization limits

6. Challenges and Open Issues

There is an enormous amount of deep fake photos and
videos produced daily due to the wide availability of tools
and applications for doing so. To those who are students
who are into the examination and analysis of Deep fakes,
such a jump is a big deal. A key factor is the absence of
extensive and high-quality datasets. Severely limited
scalability faces the current deep learning techniques, which
means although models are often trained on fragmented
datasets that are unique to face-swap tasks, the real-life
efficacy of these datasets is low, and therefore, they are not
that useful.

To efficiently process vast, high-quality databases, scientists
must as well produce models that can be easily extended
and are resistant to failure. Another difficulty connected to
deep learning model training is the huge dataset need that

comes out of it; these datasets mostly have a limited scope
or are not accessible publicly due to the permissions
requested by social media networks.

Moreover, the constant innovation of deep fake creation
techniques, especially by the advanced GAN models, allows
the appearance of new types of synthetic media that could
be missed by the current detection Algorithm. As people
keep on using deep fake techniques, the issue of detecting
and removing altered content in information becomes even
more challenging. In the end, the challenge of remaining
perfectly in tune with detection tech regulations becomes
unbearable with the introduction of synthetic speech and
video Deep fakes and the addition of algorithmic Al to real-
time applications.

Thus, a corporate requirement for more comprehensively
agile and scalable deep learning is structured and the
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development of these models is needed to catch up with the
exponential development of deep fake technology and
remain intact on various data sources and kinds of data.

7. Conclusion and Future Directions: In conclusion, the
rapid rise of deep fake technology is reshaping how we
understand truth in the digital world. Social media, in
particular, has become a space where real and fake content
often blend together, making it harder than ever to tell
what’s genuine. This study examined how Deep fakes are
created and detected, focusing on the role of deep learning
techniques like CNNs, RNNs, and LSTMs. While GAN-
based models have made encouraging progress in spotting
fake media, the challenge remains ongoing. With tools like
FakeApp and CycleGAN becoming more accessible,
creating realistic Deep fakes is easier than before, fuelling a
continuous battle between creators and detectors. Our
review of datasets such as Face Forensics++ and Celeb-DF
highlighted the importance of having diverse, high-quality
data to train reliable detection models. Yet, challenges
remain—Ilarge data demands, limited dataset variety, and the
constant evolution of deep fake techniques mean detection
methods must continually adapt. Ultimately, deep fake
detection is not a one-time fix but an evolving effort that
must keep pace with the technology it seeks to counter.
Continued innovation and vigilance will be key to staying
ahead in this ongoing digital arms race.

Deep fakes have become a real challenge for how we trust
what we see and hear online. They blur the lines between
what’s real and what’s fake, sometimes with serious
consequences for public trust and even democracy. While
deep learning has made good progress in spotting these
tricks—catching subtle signs like unnatural blinking or odd
timing—it’s still tough to make these tools work perfectly in
the messy, unpredictable world outside the lab. Some newer
methods that combine different approaches look promising,
but they still struggle with things like compressed videos or
differences in people’s appearance. Tests show a wide range
of success rates, which reminds us that real-world detection
is far from a solved problem.

Looking ahead, the key to staying ahead will be flexible,
adaptable detection systems trained on rich, diverse data that
reflects real-life conditions—different lighting, video
quality, and cultural contexts. Projects like Deeper
Forensics-1.0 are great starting points, but we need more
open access to datasets so the whole community can
contribute and improve. Detection models also can’t stay
static. They need to learn and evolve quickly as new deep
fake techniques appear. Lightweight designs will help make
detection tools usable even on devices with limited power.
And combining multiple types of information—Ilike video,
audio, and context—seems to be the smartest way forward,
as seen in models that merge these signals effectively.

But this fight isn’t just about technology. It requires
everyone—from researchers and industry to governments
and communities—to work together: sharing data, setting
standards, and thinking carefully about ethics. Open,
community-driven platforms can speed progress and make
things more transparent. Early detection systems that can
stop Deep fakes before they go viral are especially
important. Finally, as we develop these tools, we have to
balance security with creativity and fairness. The goal is to
protect truth without limiting expression or introducing new
biases.

https://www.computersciencejournals.com/ijcai

In the end, Deep fakes aren’t just a technical problem—they
touch the very heart of how we share and trust information
in society. As the technology keeps improving, our
commitment to defending authenticity must grow right
alongside it. With smarter models, better data, and global
cooperation, we can help people and institutions face this
new reality with confidence.
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