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Abstract 
This chapter analyzes wormhole variations and their effects on wireless sensor networks. Additionally, 

a review of current defenses against wormhole variations such sinkholes, service denial, black holes, 

etc. is provided. Wormhole attacks based on sinkholes are covered in Section 1.1. Wormhole attacks 

based on denial of service are covered in Section 1.2. Wormhole attacks based on black holes are 

covered in Section 1.3. We covered current defenses against different wormhole assaults in section 1.4. 

presents the effects of wormhole assault variations. 

The smart attack detection strategy, which is used to identify the many types of denial of service 

assaults in wireless ad hoc networks, has been offered as a novel method to circumvent this problem. 

Four different sorts of assaults may be detected using this clever attack detection technique. 

Generally speaking, identifying the different harmful attack types is more crucial than identifying bad 

nodes. This method allows one to identify the kind of harmful assault and then create the ideal future 

remedy. The botnet attack, black hole assault, worm hole attack, and sink hole attack have all been 

identified using the smart attack detection technique. When the overflow occurs to the specific node, a 

botnet assault will take place. 
 

Keywords: Wormhole attack, wireless sensor networks, worm hole, secured energy efficient technique 

 

1. Introduction 

Wormhole is an extremely risky assault since it serves as a doorway to several more attacks. 

An attacker can draw in traffic, examine it, discard packets, and change the contents of the 

packet after building the wormhole tunnel. [4] This chapter analyzes wormhole variations and 

their effects on wireless sensor networks. Additionally, a review of current defenses against 

wormhole variations such sinkholes, service denial, black holes, etc. is provided. Wormhole 

attacks based on sinkholes are covered in Section 1.1. Wormhole attacks based on denial of 

service are covered in Section 1.2. Wormhole attacks based on black holes are covered in 

Section 1.3. We covered current defenses against different wormhole assaults in section 1.4. 

presents the effects of wormhole assault variations. 

 

1.1 Sinkhole based wormhole attack 

In a [1] wormhole attack based on a sinkhole, the attacker draws traffic to it before selectively 

forwarding the packets. Two malicious nodes are present, one closer to the source and the 

other closer to the destination. One malicious node intercepts the route reply packet received 

by the des- tarnation node and routes it to another malicious node. This establishes a channel 

via malicious nodes. 

 

1.2 Denial of service based wormhole attack 

Request [5] packets are tunneled by a malicious node M1 to another malicious node M2. The 

malicious node M2 broadcasts to its surrounding nodes, and by way of those nodes, it is able 

to reach its target. Through the proper way, the surrounding nodes also get the route request. 

Due to the fact that it is a duplicate packet, it will be discarded by nearby nodes. As a result, 

it is unable to reach the desired location. Because they lack the reverse route, the nearby 

nodes are unable to relay the route reply packet when it is received by them from the 

destination. 

https://www.computersciencejournals.com/ijcai
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1.3 Black hole based wormhole attack 

To determine [8] the route to the destination, the source node 

broadcasts a route request packet. Immediately after passing 

via the tunnel and being intercepted by the malicious node 

M1, this packet is sent to the malicious node M2. M2 the 

malicious node sends it there. Route reply packets are sent 

by the destination node. The path between the source and 

the destination is formed through the tunnel once the source 

node gets this route reply packet via the tunnel. The 

malicious node will discard data packets delivered by the 

source node rather than sending them to the target. It 

develops a black hole assault. A hostile node intercepts a 

route reply packet and sends it to the target node T as part of 

an indirect black hole attack. It is sent to the source node by 

the destination node. The destination node is seen as the one 

hop neighbor by the source and other nearby nodes. The 

target node's journey to the destination is not entirely clear. 

As a result, packet dropping happens. 

 

1.4 Countermeasures against variants of wormhole at- 

tacks 

In [12], the authors developed a black hole assault detect ion 

approach based on unmanned aerial vehicles (UAVs). To 

determine if a node is a black hole or not, the sequential 

probability ratio test is performed. UAV travels through the 

network, stopping at each node. A node is referred to as a 

black hole node if messages are not received from it. 

Genuine nodes are considered as black hole nodes if the 

threshold is set too low. Black hole nodes are considered as 

real nodes if the threshold is set too high. In [14], authors 

examined a number of current black hole detection 

techniques. Each node in [9] monitors how its neighbors 

behave. Each node hears packets being sent by Based on the 

activity of its neighbors, the system recognizes the 

questionable nodes. The node notices its neighbor's 

improper behavior. The node is regarded as malevolent if 

the misbehavior entries go beyond the threshold. The 

following stage involves verifying all the suspect nodes. A 

different path is taken to deliver the verification messages to 

the root. Black hole attack detection in cluster-based 

wireless sensor networks was given by authors in [9]. All 

node IDs are stored in the cluster head's table. The sensor 

nodes must communicate the data within the timer's allotted 

duration. The packets won't be forwarded by the rogue 

node. The cluster head as a result notices it. The base station 

can identify a cluster head if it turns malignant. In [8], 

authors have simulated black hole and selective forwarding 

attack. For detecting the attack, the base station monitors all 

the sensor nodes as it has high resources compared to other 

sensor nodes. The detection method is also energy efficient 

as there is no extra burden on sensor nodes to detect the 

attack. 

 

2. Impact of variants of wormhole 

In NS2, the wormhole variations are emulated. Throughput 

and PDF are the variables that are measured. Both metrics 

are measured both in the absence of an assault and when one 

is present [12]. The ratio of packets delivered from the source 

to those delivered to the destination is known as the packet 

delivery fraction. The quantity of data packets transferred 

from the source node to the destination node per interval of 

time is referred to as throughput. The PDF and throughput 

findings for several wormhole attack variations are 

displayed in Tables. 

 
Table 1: PDF and throughput for sinkhole based wormhole attack 

 

 KBPS PDF (Per) 

No of Nodes Without Attacks With Attacks Without Attacks With Attack 

60 84 72.15 99.70 85.14 

80 84.75 72.90 99.76 85.90 

 100  85.10  73.20  99.78  86.10 

 

3. Wormhole detection in static WSN 

A synchronized [11] clock, directional antenna, GPS, and 

fingerprinting device are only a few of the additional 

hardware requirements for some of the wormhole detection 

methods described in the literature. Some methods rely on a 

cryptographic system where the sensor node needs both the 

public and private keys for secure communication. Some 

methods spread a group of investigator nodes around the 

network to keep an eye on the network topology. The 

detection methods now in use are resource-intensive. Sensor 

nodes are constrained by resources. A simple method with 

high detection accuracy and little overhead must be created. 

In this chapter, we suggested a neighborhood-based 

wormhole detection method for static WSNs. 

The suggested strategy is laid forth in Section 3.1. We 

demonstrated in Section 4 that two real neighbor nodes 

always have the same one hop neighbors. The experimental 

setup and network situation are presented in Section 3.1. 

Results and performance evaluation of the suggested The 

wormhole attack approach described in Section 3.2 has the 

ability to drop and manipulate packets. Nodes that are 

malicious can examine the traffic. Malicious nodes do not 

engage in the network for a brief initial period. Every node 

communicates a greeting with each of its neighbors. Any 

node that gets the hello message sends the reply message 

right away. Every node creates a list of its neighbors in this 

manner. 

  

3.1 Experimental setup and network scenario 

This part [15] provides a thorough explanation of the whole 

assessment technique, as well as the simulation environment 

and network scenario. In many scientific fields where 

experimental approaches are impractical and analytical 

methods are appropriate, simulation has shown to be a 

useful tool. The well-known NS2 simulator [12] was selected 

to perform performance analysis of our suggested solutions 

presented in this thesis primarily because it is a simulation 

tool that has been successfully used in numerous prior 

research studies, and the results have been validated and 

verified in [13, 3]. 

 

3.2 Results and performance analysis of proposed 

approach under wormhole attack 

NAV denotes the average number of neighbors. NT denotes 

the total number of nodes. SID is a representation of ID size. 

The cost of storage needed to keep track of the neighbors is 

SIDNAV. The needed storage cost is SIDNAV in order to 

store the neighbors' neighbor list. The overall cost of storage 
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required for each node is equal to (SIDNAV + SIDNAV 

NAV). The storage cost for each node is 440 bytes if the ID 

size is 4 bytes and the average number of neighbors is 10. 

The proposed protocol requires extremely little memory, 

making it suitable for wireless sensor networks with limited 

resources. Below are the simulation results for the suggested 

strategy using the network situation described in Table. 

 

 
 

Fig 3.2: WA in dense network 

 

The wormhole assault on the dense network is depicted in 

Figure 3.2. For dense networks, throughput (in KBPS) and 

PDF (in percentage) are measured. In a dense network, the 

PDF count is 99.78 (without an attack), 56 (with an attack), 

and 98.10 (with an assault) (after applying proposed 

approach). In the absence of an assault, throughput counts 

are 86 KBPS, 54 KBPS, and 84.70 KBPS (after applying 

proposed approach). 

 

3.2 Wormhole Attack in Sparse Network: In a sparse 

network, the wormhole assault is depicted in Figure 3.3 

Throughput (in KBPS) and PDF (in percentage) are 

measured. In a sparse network, the PDF count is 98.50 

without an attack, 54.60 with an attack present, and 96.30 

after an assault (after applying proposed approach). In the 

absence of an assault, throughput counts are 83.40 KBPS, 

52.70 KBPS, and 82.10 KBPS (after applying proposed 

approach). When there is an assault, packet delivery ratio 

and throughput both drastically drop. Both the packet 

delivery ratio and throughput significantly increased after 

using the suggested approach. 

 

 
 

Fig 3.3: Wormhole attack (WA) in dense network
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3.3 Detection Accuracy 

Table 3.4 shows the detection accuracy of the P worm [14], 

RTT Based MDS [12], and our suggested technique for 1 pair 

of an attacker node. Our suggested technique consistently 

maintains detection accuracy between 0.97 and 0.99, 

whereas P worm detection accuracy drops to 0.80 to 0.91 

and RTT Based MDS detection accuracy drops to 0.93 to 

0.98. 

 
Table 3.4: Accuracy analysis 

 

No of Nodes P Worm RTT Base MDS Approach 

14  0.80 0.93 0.97 

25 0.82 0.95 0.98 

50 0.86 0.96 0.99 

100 0.91 0.98 0.99 

 

In a dense network, the suggested approach achieves a 

detection accuracy of 99 percent. All false positives have 

been eliminated. When a wormhole is launched for a short 

distance, false negatives happen. No formula-based 

threshold computation has been discovered. Hop count is 

represented by threshold here. Based on a trade-off between 

the false positives and detection rate, the appropriate value 

is chosen. With =1 or =2, we can find brief wormholes, but 

the number of false positives will rise. To disrupt the routing 

process, a wormhole attack is launched between two 

distantly placed nodes. Short wormholes are not discovered, 

despite the fact that the false positives are decreased by =4 

or =5. Therefore, the threshold value chosen is 3, which will 

decrease false positives and boost detection accuracy. 

According to Fig. 3.4 is the ideal number for the trade-off 

between false positives and detection rate. 

 

 
 

Fig 3.4: False positive with varying threshold value 

 

In today's world, security is crucial in every industry, 

including wireless ad hoc networks. Due to the wireless 

medium's high degree of mobility, third parties can readily 

access the data and cause disruptions at both the source and 

the destination. The smart attack detection strategy, which is 

used to identify the many types of denial of service assaults 

in wireless ad hoc networks, has been offered as a novel 

method to circumvent this problem. Four different sorts of 

assaults may be detected using this clever attack detection 

technique. 
[2] Generally speaking, identifying the different harmful 

attack types is more crucial than identifying bad nodes. This 

method allows one to identify the kind of harmful assault 

and then create the ideal future remedy. The botnet attack, 

black hole assault, worm hole attack, and sink hole attack 

have all been identified using the smart attack detection 

technique. When the overflow occurs to the specific node, a 

botnet assault will take place. When any intermediary node 

prevents the transfer of data to the target, a black hole attack 

will happen. When one of the attacking nodes disrupts the 

adjacent nodes, a wormhole attack will happen. Sinkhole 

attacks happen if an attacker node repeatedly bothers a 

neighboring node. 

 
Table 3.5: Protection of WSN from Various Kinds of Attacks 

 

Name of attack Attacker type Security attributes 

Denial of Service (DOS) Malicious, Active, Insider, Network Availability 

Black hole Passive, Outsider Availability 

Malware Malicious Insider Availability 

Sinkhole Insider, Network Attack Availability 

Wormhole (or) Tunneling Outsider, Malicious, Monitoring Attack Availability 

 

4. Protection of WSN from various kinds of attacks  

Wireless [9] Sensor Networks (WSNs) are proving to be a 

promising technology in a variety of fields, including 

healthcare, industrial monitoring, environmental data 

recording, automobile, military applications, home 

automation, fire detection, and many more. This is due to 

the ease of use of features like small and low cost sensors 

deployment. In WSNs, a base station typically serves as the 

central coordinator and links and manages all of the other 

sensor nodes (SNs). The WSN is connected to the outside 

world through internet access, and the base station serves as 

the node that gathers data and facilitates further 

communication. Energy and electricity are a significant 

barrier to WSN operation. The majority of the energy used 

by WSNs goes toward communicating the detected data. 

Security is a crucial problem as well. 

Routing among [10] the nodes is the aspect of WSN operation 

that causes the greatest consideration, and the reason for this 

is due to its adhoc setup and scalability features. Routing 

protocols in WSNs may be roughly categorized into three 

groups: location-based protocols, hierarchical protocols, and 

flat network protocols. Contrary to location-based protocols, 

which deliver data to a specific site based on position 

information rather than the whole network, all nodes in flat 

networks have the same capacity for sensing and routing 

data.  
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Fig 4: Normal data flow in WSN with three clusters and a base 

station 

 

The goal of hierarchical protocols is to reduce the energy 

needed by individual nodes for data routing to base stations. 

Clustering, in which the WSN is separated into several 

clusters as illustrated in Figure 4, is one of the finest 

options. A cluster head election is conducted for each 

individual cluster in order to choose the person who will be 

in charge of gathering data from the cluster's sensor nodes 

and transmitting it to the sink node. There are several 

different selection criteria for cluster heads. Selecting a node 

with more energy or residual energy is the method that is 

most frequently utilized. The main goal is to decrease the 

amount of data transfers in order to prolong the lifespan of 

WSNs. Communication in clustering may be separated into 

two phases: both intra-cluster and inter-cluster 

communication Intra Cluster Communication: The transfer 

of information from sensor nodes inside a cluster to the 

cluster head. Depending on the number of nodes and the 

region chosen for a cluster, communication between sensor 

nodes and the cluster head may occur in a single hop or 

multichip. Inter-cluster communication: In this sort of 

communication, the cluster head sends the base station 

aggregated data gathered from the cluster's sensor nodes. 

Since cluster heads directly connect with the base station, 

single hop communication is typically used in inter-cluster 

communication. When more energy efficiency is needed, 

multichip transmission may be used in specific situations. 

 

4.1 Black hole attack in Wsn 
This is one of the most recent attacks where the attacking 

node decodes itself and claims to have the shortest path. 

Following such notice, the remaining nodes forward the data 

to the attacking node for onward transmission. After 

receiving the data packets, the attacking node removes 

them, depriving the requesting node of the most 

fundamental service. The most energy-efficient method of 

transmitting sensed data to sink node is through the cluster-

based structure of WSN. Black hole nodes in cluster-based 

WSNs advertise that they have the maximum energy and 

ideal distance to the base station to increase their appeal as 

candidates for cluster heads. Black hole nodes start 

discarding data packets meant for base stations once they 

become CHs, which has a significant impact on quality of 

service characteristics.  

  

5. Detection and prevention methodology for black hole 

attack in WSN 

For the [7] identification and prevention of black hole attacks

in WSNs, a novel approach called Secured Energy Efficient 

Technique (SEET) is proposed. In SEET, a brand-new 

notion called an associate cluster head (ACH) is presented 

in an effort to save energy and defend against black hole 

assault. Figure 5.2 depicts a typical data flow with the 

presence of ACH in a cluster-based WSN. a WSN with a 

base station, three clusters, and nodes. There are four sensor 

nodes in each cluster (SN1, SN2, SN3, and SN4), three 

cluster heads (CH1, CH2, and CH3), and two associate 

cluster heads (ACH1, ACH2, and ACH3). After gathering 

the data in each cluster, the sensor nodes send it to the ACH 

for that cluster. After receiving the data from the sensor 

nodes, the ACH aggregates it and sends it to the appropriate 

CH.  

In contrast [14] to LEACH, CH and ACH share the tasks of 

CH, and it also optimizes the communication distance 

between CH and SNs, which results in an extension of CH's 

life. Data flow under a black hole attack. Sink node is not 

getting any data from CH1, despite CH1 receiving data from 

ACH1. When ACH1 does not hear back from BS within a 

predetermined amount of time, it checks the status of CH1 

and notifies BS of that state. BS needs to take more action. 

Because blocking a lot of data increases the efficacy of an 

attack, CHs always have a higher chance of becoming a 

black hole node. Black hole attacks have a significant 

influence on WSN performance, particularly on throughput 

and end-to-end latency. 

 

5.1 Performance evaluation of seet 

Using [12] the NS-2 network simulator, the performance of 

WSN under black hole attack has been assessed. A 1000 m 

by 1000 m flat area serves as the simulation area. CBR is 

the program used to simulate the data flow in WSN. Three 

clusters, including CH and ACH, each include n/3 sensor 

nodes as part of the simulation scenario. The utilized sink 

node/BS is a fully functional device with no energy 

restrictions, in contrast to the other nodes in the WSN which 

have restricted power/energy. One CH is used as a black 

hole in the simulation. The suggested method defends 

against black hole attacks on WSN. The following are the 

several performance measures that were taken into account 

while evaluating SEET's performance: 

 Energy: To evaluate energy consumption, different 

parameters like average energy consumption in each 

round or remaining energy after each round are being 

used. In this paper the average residual energy of 

network is calculated after each round. 

 Network Lifetime (NL): NL is defined as the time 

until battery power of all nodes drain out. 

 Throughput: Throughput is defined as the rate of 

successful message delivered from one device to 

another over a communication channel. In this paper 

throughput is calculated between CHs as source and BS 

as destination. The simulation of SEET has been carried 

out for different network scenarios under black hole 

attack. The detailed analyzation with above described 

metrics is discussed below. 
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Fig 5.1: Comparison of Remaining Energy between LEACH and 

SEET under Black Hole Attack 

 

Figure 5.1 details the effect of the black hole on the nodes' 

remaining energy as the number of rounds increases. 

Because black hole CH suppresses packets received from 

ACH, network under black hole attack uses less energy than 

SEET. As a result, CH and base station are unable to 

communicate. Because the energy of the black hole node 

steadily diminishes, Figure 5.4 shows that a specific energy 

level essentially stays the same throughout the course of the 

previous several cycles. Black hole nodes solely use their 

energy for internal processing and data reception. Following 

are some justifications for SEET performance. 

compares the leftover energy in LEACH and SEET on a 

cluster level. A black hole assault has invaded cluster C1 at 

this location. The differences in the residual energy of C1, 

C2, and C3 are displayed in experimental results. In 

LEACH, C1 has more energy left over than C2 or C3, 

however in SEET, energy levels are about the same 

throughout all clusters. Because CH of C1 is a black hole 

node, the findings graphically shown in figure 5.5 show that 

energy of C1 across all rounds is high in C1. Black hole CH 

dumps all data after receiving it from ACH; there is no 

contact at CH; instead, it sends the data to BS. The majority 

of the energy is used up while CH and BS are exchanging 

data. 

 

 
 

Fig 5.2: Cluster wise Remaining Energy of LEACH Under Black 

Hole Attack 

On the other hand, as seen in Figure 5.2, SEET quickly 

identifies the block hole attack and maintains the regular 

operation of WSN. Up to the 700th round, all three clusters 

are still in operation. 

 

 
 

Fig 5.3: Cluster wise Remaining Energy Under Black Hole Attack 

 

6. Network Lifetime 

The number of living nodes (NL) in the network is used in 

Table 6 to characterize network longevity. The network life 

period will be longer if more nodes survive till the final 

round. LEACH has a longer network lifespan than SEET. 

 
Table 6: Comparison of Network Lifetime between LEACH and 

SEET 
 

Number of rounds 
Number of Alive Nodes 

LEACH SEET 

 0 100 100 

50 100 100 

100 100 100 

150 100 100 

200 95 90 

250 80 72 

300 65 58 

350 47 40 

400 35 27 

450 22 13 

500 14  5 

 550  9  3 

 600  5  1 

 650  2  1 

 700  2  0 

 

The lifespan of a network is shown in Figure 6.0. When a 

black hole attack occurs, NL is higher than it would be in a 

situation without a black hole. The majority of the cluster's 

energy is used for communication between CH and BS. The 

battery consumption of the black hole node is extremely low 

compared to other CHs since the black hole CH does not 

communicate with the target BS. Thus, under a black hole 

assault, network lifespan greatly rises. which function as 

regular nodes as a black hole in the cluster, CH in C1 uses 

less energy than the cluster heads in C2 and C3. 
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Fig 6: Comparison of Network Lifetime between LEACH and 

SEET under Black Hole Attack In 

 

C1 containing with malicious CH survives for more time 

than C2 and C3 by dropping all data CH1 saves its energy 

that increase the life time of C1. in Figure 6.0 in C1 cluster 

head CH1 is a black hole node and consumes less energy as 

compare to CH2 and CH3. So, life time of C1 is extended 

up to 700 rounds while network lifetime of C2 and C3 

restricted to 600th round. 

 

6.1 Throughput Evaluation 

As more rounds are played, the network's throughput 

declines, as seen in Figure 6.0. Early rounds saw every 

sensor node active, able to perceive objects and transmit 

information to the BS through ACH and CH. After 50 

cycles, sensor nodes begin to fail and generate less data 

overall. Throughput thus declines. Because a black hole CH 

erases all of a cluster's data, performance under a black hole

attack is significantly lower than it would be otherwise. As a 

result, instead of three clusters, BS is now only getting data 

from two clusters. Cluster-wise throughput in each round 

under a black hole, analyzes SEET performance and 

demonstrates how WSN is completely insulated from black 

holes; all three clusters transfer data to BS. SEET can 

communicate all information gathered from clusters. Nodes 

as ACH forwarded all data to BS again after the black hole 

CH dropped them. Therefore, even in the event of a black 

hole assault, there is no data loss. 

 

 
 

Fig 6.1: Throughput of WSN 

 

Comparison of throughput between LEACH and SEET 

under black hole attack is illustrated in Figure 6.1. It is very 

much clear that throughput of SEET under black hole attack 

is much higher than the LEACH. 

 

 
 

Fig 6.2: Cluster wise Throughput of LEACH under Black hole 

 

Throughput is specified cluster-wise and represented in 

Figures 6.1 and 6.2 for LEACH and SEET, respectively. A 

black hole node is CH1 of C1 in Figure 6.2. As a result, 

throughput is significantly reduced because only control 

information is sent to BS. The throughput in all three 

clusters is roughly the same, as seen in SEET Figure 6.2 due 

to the fact that SEET effectively locates and replaces black 

hole cluster heads without affecting network performance. 

When there are changes in the input variables, sensitivity 

analysis aids in result prediction. The goal of the sensitivity 

analysis is to pinpoint the entities for which minor 

adjustments result in a significant shift in the output 

measure of the model. The decision-maker may have a good 

understanding of how the chosen optimal solution will 

respond to changes in the input values of the parameters 

with the use of sensitivity analysis. The most often used 

sensitivity analysis techniques include regression analysis, 

correlation analysis, and factorial experimental design. The 

most straightforward approach is to change the value of one 

input characteristic at a time while keeping the other input 

parameters fixed. 

As shown in Figures 6.1 and 6.3, when the number of black 

hole cluster heads is increased from one to two, as in the 

case of LEACH, the performance of the WSN in terms of 

throughput is substantially reduced since data from two 

cluster heads is rejected by malevolent cluster heads. While 

the black hole cluster head drops the data packets rather 

than transmitting them, this has little impact on the 

remaining energy and network lifespan. In contrast, SEET 

effectively manages the rise in black hole cluster heads 

since only a 1% to 2% change is shown in the amount of 

energy left over, the network lifespan, and the throughput of 

WSN. 
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Fig 6.3: Effect on remaining energy with change in number of 

black hole cluster heads 

 

7. Conclusion 

In order to protect and improve the functionality of WSN, a 

Secured Energy Efficient Technique (SEET) is provided in 

this chapter. To extend the life of WSN and safeguard 

against malicious attack, an enhanced cluster topology and 

cluster head selection criteria are proposed. The results of 

the simulation are examined in terms of node energy 

remaining, network longevity, and throughput for the entire 

network as well as for each cluster separately.  

While the observations from the acquired findings are 

summarized, it is discovered that the residual energy of the 

nodes and NL is large in the case of LEACH because there 

is no data communication from the cluster when the black 

hole CH is present. It is believed that all sensor nodes are 

stationary. Additionally, it is presumable that every node 

safely builds neighbor information for a brief initial phase 

during which no malicious nodes are present. High-speed 

tunnel is created by two malicious nodes. One malicious 

node is at one location, while a second malicious node is in 

a different location. A malicious node draws traffic from 

one place and tunnels it to another node in a different 

location. 
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